# m T R
asSusSCcLOUD >

O mniStor

ASUS Cloud OmniStor for Web User Manual

ASUS Cloud Corporation
4 F., No. 177, Sec. 2, Zhongzheng E. Rd., Tamsui Dist., New Taipei City 251019, Taiwan (R.0.C.) Tel + 886 2 2898-7477 Fax +886 2 2809-1229



i
bt
e

e

User Information

Copyright Notice

© ASUS Cloud Corporation. All rights reserved.

This user manual, including but not limited to all information contained herein, is protected by copyright
law. Without the prior written consent of ASUS Cloud Corporation (hereinafter referred to as “ASUS
Cloud”), no part of this manual may be reproduced, copied, sold, leased, exchanged, lent, distributed,
published, adapted, altered, disassembled, publicly displayed, or disclosed via the Internet or any other
means, in whole or in part. This manual is protected by the Copyright Act of the Republic of China (Taiwan),

international copyright treaties, and other applicable intellectual property laws and regulations.

Disclaimer

This user manual is provided to you “as is” and “as available,” under the currently stated conditions. To the
fullest extent permitted by law, ASUS Cloud makes no express or implied warranties or representations
regarding this manual, including but not limited to warranties of merchantability, fitness for a particular
purpose, non-infringement of third-party rights, or any guarantee that this manual is usable or free from
issues. ASUS Cloud does not warrant the accuracy or reliability of any results or information obtained

through the use of this manual.

You agree to assume all risks associated with your use of this manual. You explicitly understand and agree
that ASUS Cloud, its licensors, and their respective officers, directors, employees, agents, or affiliates shall
not be liable for any consequential, incidental, direct, indirect, special, punitive, or other damages
(including but not limited to lost profits, business interruption, data loss, or other financial losses) arising
from or related to your use or inability to use this manual or any portion thereof, even if ASUS Cloud has

been advised of the possibility of such damages.

ASUS Cloud Corporation
4 F., No. 177, Sec. 2, Zhongzheng E. Rd., Tamsui Dist., New Taipei City 251019, Taiwan (R.0.C.) Tel + 886 2 2898-7477 Fax +886 2 2809-1229



Some jurisdictions may not allow the exclusion or limitation of liability for certain damages, so the above

limitations may not apply to you.

You acknowledge that ASUS Cloud reserves the right to modify this manual at any time. If there are any
changes to the product specifications or applications, this manual will be updated accordingly. All product
names or content referenced in this manual that belong to third parties are the property of their

respective owners and are protected by applicable intellectual property laws and international treaties.

ASUS Cloud’s warranty and support services do not apply under the following conditions: if this product

has been maintained, modified, or otherwise tampered with by any party not authorized by ASUS Cloud.

(1) Product Name: ASUS OmniStor for Web
(2) Manual Version: v7.0
(3) Release Date: July 2025

Note: This document is translated using Al. If there are any errors in the content, please refer to the Traditional

Chinese version.
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Revision History

Date Version [Release Note Remarks|
2016/12/05 N1.0 * Initial version of the document completed

*  Version update
2017/04/26  N1.1 *  "One-time Download" renamed to "One-time Share"

*  Added search function in shared folder member settings

* Added sensitive personal information warning
2017/09/01 V1.2 e  Added AD group search in collaboration member settings

*  Document name updated to: ASUS Cloud_OmniStor for

Web_Client User Manual

* Added explanation of file sharing modes in [Sharing Mode
2018/04/19 V1.3 Selection] section

*  Added advanced permission settings for other members in

[Collaboration Member Settings] section

2018/06/13 N1.4 *  Added Single Sign-On (SSO) feature

* Added notice about personal privacy filtering (OmniStor
2018/07/16 V1.5 Protect premium module)
2019/04/17 N1.6 *  Corrected textual errors

*  Added File Request, Change Password, and Forgot Password
2019/09/28 V1.7 features
2020/04/28 N2.0 * Document revised: reorganized chapter structure
2021/03/18 V2.1 * Updated document cover
2021/04/14 V2.2 . Removed [Favorite Links] chapter

¢  Added [Account Settings]: Login history and device
2021/08/09 V3 management features
2021/11/03 V4 *  Added [View File Activity History] feature
2022/05/09 V4.1 *  Added explanation for file upload failure exclusions

*  Added description of "Permanently delete all files in recycle
2022/11/04 (4.2 bin" feature

* Added login two-factor authentication feature and registration
2023/01/03 V5 of authentication methods
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2024/4/12 V5.1

New section: OmniStor for Web Interface Overview
Document update: Added illustrative screenshots

2024/11/15 N6.0

Added more screenshots and revised descriptions in some
chapters

In Chapter 4.1 "File Details", added [Description] field; in
Chapter 5.2, added new features such as [View Preferences],
[Shortened URL], and [QR Code Display] for Public Sharing

2025/06/30 |vV6.1

In Chapter 5.2, added [Print at convenience stores using Cloud
Share Code] feature

Introduced footnotes to indicate functions available only in
specific versions

Standardized all key alerts such as “Important Notes”, “Usage
Restrictions”, or “Admin Required” using highlighted text
boxes
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About This Manual

Welcome to OmniStor

OmniStor is a secure cloud storage platform developed exclusively by ASUS Cloud for enterprise users. It
integrates powerful functions such as cloud-based search and storage, and adopts industry-leading security
standards to provide you with a safe and convenient mobile working experience anytime, anywhere.
Whether you're searching, accessing, browsing, sharing, backing up, or printing files, OmniStor meets all

your needs—across all your devices—empowering true mobile productivity.

OmniStor supports multiple devices and application scenarios

The OmniStor cloud storage platform allows you to easily store, share, and exchange files across various
devices, fulfilling the needs of diverse business scenarios. To support this, ASUS Cloud offers client
software tailored for personal computers (PCs), laptops (Windows, Mac), and mobile devices (such as
Android smartphones, iPhones, web-based tablets, iPads, etc.). This makes it easy for you to access
OmniStor services across different platforms. Additionally, we provide a web access interface (ASUS
OmniStor), allowing you to access OmniStor from any operating system using a standard web browser

(such as Chrome, Firefox, Edge, etc.).

To further enhance usability, the OmniStor smart storage platform also supports file transfer protocols
such as FTP/SFTP/FTPS, and offers value-added tools such as Cloud Connect for Outlook and Remote
Drive, enabling quick access to OmniStor services in various application scenarios and boosting overall

productivity.

Below is a list of the access interfaces, client applications, and value-added tools available for the ASUS

Cloud OmniStor smart storage platform:

ASUS Cloud Corporation
4 F., No. 177, Sec. 2, Zhongzheng E. Rd., Tamsui Dist., New Taipei City 251019, Taiwan (R.0.C.) Tel + 886 2 2898-7477 Fax +886 2 2809-1229
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Installable on Windows systems, this client enables real-time

Window Sync Client
synchronization or backup of your files to OmniStor, giving you access to your data anytime,

1.
anywhere.
2.  Window Sync Client Installable on Windows systemes, this client enables real-time
synchronization or backup of your files to OmniStor, giving you access to your data anytime,

anywhere.

Android Client App

Installable on Android smartphones or tablets, this app offers features such
as auto-upload of captured photos and offline file browsing.
Installable on iPhones and iPads, this app also provides auto-upload of captured

3.

4. i0S Client App
photos and offline browsing capabilities.
Simply access the OmniStor platform through a browser (Internet

5. Web (ASUS OmniStor)
Explorer, Mozilla Firefox, Google Chrome) by visiting : https://{IP address or full domain name}.

6. FTP/SFTP/FTPS Use any compatible FTP client software (e.g., cuteFTP, FileZilla) or supported
web-based tools to upload files to or download files from your OmniStor cloud storage space.
Cloud Connect for Outlook This tool allows you to directly send files stored in OmniStor through

7.
the Microsoft Outlook application without worrying about attachment size limits.
This feature maps your OmniStor cloud storage space as a network

Remote Drive (Windows)

8.
drive on your local computer, allowing easy file access through File Explorer without consuming
local disk space. It also enables seamless file transfer between local and cloud environments.

ASUS Cloud Corporation
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Preface

This manual is specifically designed for the OmniStor Web version (hereinafter referred to as OmniStor for
Web or Navigate) and aims to provide comprehensive and clear operational guidance.
The term “Navigate” refers to the user interface of OmniStor Web, and both names will be used

interchangeably throughout this guide depending on the context.

Through this manual, you will quickly learn how to configure your account, manage files, and utilize
advanced features—gaining a complete understanding of the key functions and workflows of the OmniStor
cloud storage platform.

By using a web browser, you can access and manage your cloud data anytime, anywhere, enabling
seamless synchronization across multiple devices and significantly improving both work efficiency and daily

convenience.

For more detailed information or to download related applications, please visit the official ASUS Cloud
website:

https://www.asuscloud.com/download/

We sincerely hope you enjoy a smooth, secure, and efficient cloud storage experience with OmniStor.
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OmniStor for Web Quick Tour

Login Interface

With OmniStor Web (Navigate), you can effortlessly access your cloud storage space and manage your
data with ease. The login interface is designed to be clean and intuitive, allowing you to quickly enter the

platform and manage or collaborate on files anytime, anywhere.

For detailed instructions, please refer to 0Chapter 1: Getting Started with OmniStor for Wakhich covers

the following key topics:

<> How to Log in to OmniStor for Web :

Learn how to log in to the OmniStor Web version using your account credentials and begin using
cloud storage services.

<> Steps for Forgotten Password:

If you forget your password, you can follow the provided steps to easily reset it and regain access
to your account.

<> Two-Factor Authentication (2FA) Process:

To enhance account security, OmniStor offers a two-factor authentication feature. This section
provides step-by-step guidance on how to enable and use 2FA to better protect your account

during login.
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The left-hand menu provides quick access to key functions such as MySyncFolder, Backup (for personal
devices and cloud files), and Sharing (files shared by you and files shared with you).
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File Management: Upload, Download, and Edit

In the OmniStor Web interface, you can easily upload, download, and edit your files, enabling convenient
and efficient cloud storage operations. Whether using drag-and-drop or the action menu, you can quickly

add files to the cloud and perform a variety of file management tasks.

For detailed instructions, please refer to dChapter 3: Accessing Files in OmniStor for\efich includes

the following topics :

< Uploading Files to OmniStor:

Effortlessly upload files from your computer or device to OmniStor and save them to your cloud
folders. A wide range of file formats is supported, ensuring your data is always accessible.

< Viewing and Opening Files:

You can preview and open uploaded files directly within your browser without downloading
them, allowing for quick content access.

< Grid view for folders and files :

OmniStor provides both folder and file grid views, helping you clearly understand the structure
and contents of your files for faster navigation and easier data retrieval.

<> Online Editing with OmniStor Office:

Edit documents, presentations, and spreadsheets directly in your browser using OmniStor’s
built-in Office applications. No additional software is needed—enabling real-time editing and
improved work efficiency.

<> Single File or Entire Folder Downloads:

OmniStor allows you to download individual files or entire folders, giving you flexible options to
retrieve your data as needed.

<> Batch Download of Multiple Files:

Select and download multiple files at once, making it easy to manage large volumes of data while

saving time and improving productivity.
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Organizing and Finding Files

OmniStor offers powerful file organization and search features, enabling you to manage your files with

ease. Whether you are renaming, moving, copying, deleting, or restoring files, all actions can be performed

efficiently. In addition, you can track changes using version history and manage accidentally deleted files

through the recycle bin.

For detailed instructions, please refer to 6Chapter 4: Organizing and Finding PiJeghich includes the

following topics:

< Rename, Move, Copy, Delete, Multi-Select, Sort Files, and View File Details:
With OmniStor, you can quickly rename files, move them to different folders or locations, or
make copies for backup purposes. You can also delete unnecessary files and use the multi-select
function to manage multiple files at once. Additionally, you can sort files by various criteria and
view detailed file information, such as size, upload time, and more.

<> Search for Files or Folders:
OmniStor offers a powerful search feature that allows you to quickly locate the files or folders
you need. Simply enter a keyword or file name to filter and display matching results.

14
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If a file has undergone version updates, you can view its version history to review past changes or

You can mark important files with a star, making them easier to find and manage later. This

feature is especially helpful when working with a large number of files, significantly improving

Files can be added or moved to the "Cloud Files" area provided by OmniStor for centralized

management and enhanced data protection. These files will not be synced to local devices,

£ ®m 2 B g
asSus
<> View File Version History:
restore a previous version—ensuring data integrity and traceability.
<> Starred files :
your efficiency.
<> Centralized File Management in "Cloud Files":
offering greater security and privacy.
<> Restore Deleted Files from Recycle Bin:

If you accidentally delete a file, there's no need to worry. OmniStor includes a recycle bin feature

that allows you to restore deleted files to their original location at any time, preventing potential

data loss.
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File Sharing and Collaboration

OmniStor offers a variety of features that make it easy to share important files with team members while

maintaining data security and management efficiency. Through sharing settings, file requests, and project

folders, you can effectively share files and folders in a secure and organized way.

For detailed instructions, please refer to dChapter 5: Sharing and Collaborating on Files with OmniStor for

Weld’, which includes the following topics:

<>

Sharing Files in OmniStor:

You can choose to share files or folders publicly or only with designated members, ensuring
control over access and maintaining privacy.

Creating Public Share Links:

Generate public share links and assign viewing or editing permissions. These links can be sent to
multiple recipients via email for convenient external sharing.

Adding Shared Members — Share with Specific Users:

Easily add multiple members to a shared file or folder by searching for user accounts or
importing a list via spreadsheet. Conveniently manage each member's access rights to shared
content, ensuring data remains secure throughout the sharing process.

Share Link Security Settings:

Enhance the safety and controllability of shared files by setting download limits, expiration dates,
and space quotas for share links.

File Request:

If you need others to upload files to your cloud space, you can create a file request folder and
manage the uploaded content with ease.

Project Folders:

Within project folders, you can assign delegate roles and manage access permissions for each

member, ensuring secure and orderly data collaboration.
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Advanced Settings

In Navigate, you can easily manage your personal account information and preferences through the
Personal Settings page. Customize your account settings as needed to ensure an optimal and secure user
experience.To access these settings, click on the account icon in the upper-right corner and select Account

Settings to view and manage your account-related information.

For detailed instructions, please refer to 0Chapter 6: Advanced Siit)S”, which includes the following

topics:

<> Account Settings:

View and update your account information, change your password, modify language preferences,
and check detailed version information.

<> View Login History:

Review all login records from the past 30 days to monitor account activity and enhance security
awareness.

< Mobile Device Management and Unlinking:

Manage mobile devices linked to your account and remove devices that are no longer in use to
ensure account protection.

<> Enable Two-Factor Authentication (2FA):

Strengthen your account security by enabling two-factor authentication. You can choose to verify
your identity via email verification or an Authenticator app, providing an extra layer of

protection during login.
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Chapter 1: Getting Started with OmniStor for Web

This chapter will guide you through the initial steps of using OmniStor in a web browser—from accessing
the service page to completing the login process—helping you quickly understand how to begin using the

OmniStor cloud storage platform.

domnistor e

dOmnistor

ERE—FA(S50)

ERERTA
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1. How to Log In to OmniStor for Web

To begin using the OmniStor for Web, open your preferred web browser (such as Chrome, Firefox, or

Edge), enter the OmniStor service URL in the address bar, and press Enter to access the login page.

On the login screen, you can choose to log in using your username and password for a standard login, or
use the Quick Single Sign-On (SSO) method.The following sections will explain the login procedures and

important notes for each method.

o Login with Username and Password

In most cases, you can use your company-provided Windows AD account. Simply enter your account and

password on the login screen to access the platform.
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If your company does not use Windows AD/LDAP as its authentication system and accounts are created in

OmniStor Manager (OSM) by the system administrator, please contact your administrator to obtain your

login credentials.

(1) Open your web browser.
(2) Enter the OmniStor for Web cloud storage service URL.

(3) On the login screen, enter your username and password, then click Login to enter the main interface.

o Quick Single Sign-On (SSO)

Single Sign-On (SSO) provides a more convenient way to log in. Once you complete the initial
authentication and gain access to the application, you will not need to enter your username and password

again in future sessions. The system will automatically recognize and authenticate your identity.

Before using this feature, please check with your administrator to confirm that SSO has been enabled. If it

has, follow the steps below to log in:

(1) Open your web browser.

(2) Enter the OmniStor for Web service URL.

(3) On the login page, click the [Use Single Sign-On (SSO)] button.

(4) You will be redirected to your company or organization’s authentication page. Enter your account and

password to complete verification and access the OmniStor main interface.

ADFSLAB
EFREHARIRES TN

someone@example.com

Rl
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(5) If you are already logged in to your organization’s account, this step will be skipped and you will be

directed straight to the main interface.

2. Forgot Your Password?

If you forget your account password, you can reset it by following the steps below.

Before you begin, please confirm whether your account was created via OmniStor Manager (OSM). If so,
follow the instructions below to reset your password.

If your OmniStor account is the same as your company network account (Windows AD/LDAP), or if you use
Single Sign-On (SSO) to log in, please visit your company's service page and use the "Forgot Password"

function, or contact your administrator for assistance.
Steps to reset your password:

(1) Onthe login page, click the “Forgot Password” button.

(2) Onthe password reset page that opens, enter your account (OmniStor ID) and the verification
code.

(3) Once verification is successful, the system will automatically send a password reset email to your
registered email address.

(4) Check your inbox immediately and follow the instructions in the email to complete the password
reset process.

(5) After resetting your password, log in using your new password.

Note: For your account's security, it's recommended to use a strong password and change it regularly.
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3. What Is Login Two-Factor Authentication (2FA)?

Two-Factor Authentication (2FA) is a security feature that significantly enhances the protection of your

account by adding an additional layer of verification beyond just your password.

You can enable this feature after logging in by going to Account Settings > Security > Login Two-Factor

Authentication. For detailed instructions, refer to “6.5 Enable Two-Factor Authentication (2FA) for Login”.

Once 2FA is enabled, you will be prompted to complete the two-step verification process each time you log

in via a web browser. The system will automatically detect the available verification method and guide you

through the second step to confirm your identity.

Note: If you do not see the "Login Two-Factor Authentication" option under the "Security" settings, please contact

your system administrator to verify whether your account group has access to this feature.

Currently, when logging in to OmniStor for Web via a web browser, the following two types of 2FA are

supported:
Lomnistor )
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<> E-mail OTP (One-Time Password) Verification
A one-time verification code (OTP) will be sent to the email address associated with your
OmniStor account. Enter the code during login to complete identity verification.

<> Authenticator App Verification:
This method uses an Authenticator app that generates TOTP (Time-based One-Time Password)
codes for the second step of verification. For detailed instructions, please refer to the “6.5Enable

Two-Factor Authentication (2FA) for Login”.

Note:

] If your system administrator has enforced login two-factor authentication, you will be required to complete
the verification process at each login.

o During the initial verification, the system will default to E-mail OTP.After successful verification, you may
navigate to Account Settings > Security > Login Two-Factor Authentication to enable the Authenticator App
as an alternative method.

] Once configured, you will be able to choose your preferred verification method upon each login, offering
greater flexibility and convenience while maintaining strong account security.

*  Todisable this feature or learn about specific scenarios, see “AppendixAdvanced Explanation of Tvikactor

Authentication (2FA) for Lodin

The following explains how to complete 2FA using either method. Choose the option that suits your needs:

. Using E-mail OTP Verification
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(1) Open your web browser and enter the OmniStor service URL
(2) On the login screen, enter your username and password.
(3) After successful authentication, the system will display the Two-Factor Authentication screen
and guide you to proceed.
(4) Select E-mail OTP as the verification method. The system will send a one-time code to your

(5)

(6)

registered email address.
Open the email titled "OmniStor Identity Verification Notification" and enter the 6-digit OTP on
the 2FA screen.

Once the code is verified, you will be successfully logged in and redirected to the main interface.

Note: If you have any questions about your email address or need to update it, please contact your system

administrator.
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o Using an Authenticator App
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(1)
(2)
(3)

(4)
(5)
(6)

Open your web browser and enter the OmniStor service URL.

On the login screen, enter your username and password.

After successful authentication, the system will display the Two-Factor Authentication screen
and guide you to proceed.

Select Authenticator App as the verification method, and open the app to retrieve your code.

Enter the 6-digit code generated by your Authenticator app on the 2FA screen.

Once the code is verified, you will be successfully logged in and redirected to the main interface.
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Chapter 2: Introduction to OmniStor for Web Features

OmniStor for Web provides a comprehensive suite of cloud-based file management and collaboration
features. Through the web interface, you can efficiently search, access, view, edit, share, back up, and

organize your data, enhancing both productivity and information security.

This chapter introduces the key modules available in the left-hand navigation panel, including
MySyncFolder, Backup Management, Sharing Modes, File Organization, Starred Items, File Requests, and
Project Folders. These features are designed to help you quickly become familiar with OmniStor and
streamline your daily workflow.
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Key Functional Modules in OmniStor for Web:

<> MySyncFolder: Displays the files and folders you have uploaded or synchronized, enabling
real-time synchronization across multiple devices.

< Backup: Offers two backup options—Personal Devices and Cloud Files:
- Personal Devices: Displays data that has been automatically backed up from your computer

to OmniStor, ensuring that your files can be recovered even if the device is lost.

27

ASUS Cloud Corporation
4 F., No. 177, Sec. 2, Zhongzheng E. Rd., Tamsui Dist., New Taipei City 251019, Taiwan (R.0.C.) Tel + 886 2 2898-7477 Fax +886 2 2809-1229



i
i
i
5
e

- Cloud-only Files: Displays files that are stored exclusively in the cloud and are not
synchronized to your local storage. These files can be accessed via the web interface or
mobile apps. Desktop applications do not support this feature.

<> Sharing: Includes two sharing modes—Shared by Me and Shared with Me:
- Shared by Me: Lists files and folders you have shared with others.
- Shared with Me: Lists files and folders others have shared with you or invited you to access.
<> Starred: Allows you to mark important files or folders with a star for quick access in the future.
<> Recent Changes: Displays recently added or modified files.
<> Recycle Bin: Manages files and folders you have deleted, allowing you to restore or permanently
delete them.
<> File Requests: Enables you to create a dedicated file request link that can be shared with external
parties (e.g., vendors or partners). Files uploaded through this link will be stored directly in the
designated cloud folder, providing a secure and convenient way to collect files. For instructions
on how to use the file request feature, please refer to ¢56.6 File Request

<> Project Folders: Displays folders used for team collaboration. These folders support role-based
access control and centralized file sharing, making them ideal for departmental cooperation or

project-based work.
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Chapter 3: Accessing Files in OmniStor for Web

This chapter introduces the various methods for uploading files to OmniStor, as well as the procedures for

viewing, opening, and downloading files.

1. Uploading Files to OmniStor

OmniStor for Web (Navigate) allows you to create or upload files directly from your computer to the
OmniStor cloud storage platform. Once the upload is complete, the system will immediately synchronize
the files across all connected OmniStor interfaces, including the web version (Navigate), desktop and

mobile applications, Remote Drive, and FTP/SFTP/FTPS clients.

OmniStor supports the upload of documents, images, audio, and video files.

Note If your organization has enabled OmniStor Protect (Sensitive Data Detection Protection Add-on) or

antivirus scanning services, the system will scan uploaded files based on the activated services, providing
additional protection and enhancing overall security. For configuration or changes, please contact your system

administrator.

The following section introduces the various methods for uploading files via the web version (Navigate).
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https://www.asuscloud.com/omnistor-protect/

o Upload Files

(1) Click the button in the top-right corner of the interface.
(2) Select [Upload FiIeE‘] button.
(3) Choose the file(s) you wish to upload and click [Open]. The system will automatically start the upload

process.

Note

o You can also upload files by simply dragging and dropping them into the upload area.

o If you upload a file with the same name as an existing one, the system will treat it as a revised version and
indicate this with the [Version History®] label. For details about the file version history feature, please refer
to “4.3Viewing File Version Histdry

. If file upload continues to fail, please refer to the “Appendix¢Advanced Explanation of Tvikactor

Authentication (2FA) for Logth

o Upload Folders

4 s

(1) Click the \_*+ ™) (Add) button in the top-right corner of the interface.
(2) Select Upload Folder .
(3) Choose the folder you want to upload and click [Open].

(4) When your browser displays a security prompt, click [Upload]to complete the upload process.

Note You can also upload files by simply dragging and dropping them into the upload area.

. Creating a Document, Spreadsheet, or Presentation File

If you wish to create a document, spreadsheet, or presentation directly within the OmniStor, you can use

the [Add] feature to create a new file and begin editing it online immediately.

7

(1) Click the L +

) (Add) button at the top-right corner of the screen.
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(2) Select [-"l': New Document], [-"l': New Spreadsheet], or [/ New Presentation] from the menu.

(3) Once the file is created, you can start editing it right away.

2. Previewing and Opening Files

OmniStor for Web (Navigate) allows you to preview videos, audio files, documents, photos, and images
directly in the browser without downloading them to your local device. Please note that files cannot be

edited in preview mode.
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(1) Click the file you want to preview. The system will display its content directly.
(2) If you are opening a video, PDF, Microsoft Office file, audio file, or photo, it will open directly in

OmniStor.
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o If your company or organization has enabled OmniStor Office, Microsoft Office files can also be opened with

OmniStor Office for online editing. For more details, refer to 63.4 Editing Documents, Presentations, or

Spreadsheet®nline with OmniStor Offi€e

o If the watermark feature is enabled by the administrator, a watermark will be displayed when previewing

images or documents.

Note 1: OmniStor supports previewing the following document file types:

.doc .docx Xls Xlsx .ppt
.vsd .vsdx .odt .ott .ods
.pdf XpS .htm .html Axt

Note 2: OmniStor supports previewing the following image file types:

.pg .jpeg .png .gif .bmp

Note 3: OmniStor supports previewing the following video and audio file types:

.mp3 .m4a .mp4 .m4v .mov

.0gg

.pptx
.odp

.Wwav

Note: If the file is encrypted and restricted, the system will not be able to display a preview.

ASUS Cloud Corporation
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3. Grid View for Folders and Files

You can flexibly adjust the file display mode according to your needs. Simply click the icon in the
upper-right corner to easily switch between grid view and list view, allowing you to find the browsing

mode that best suits you.

In grid view, you can quickly preview thumbnails of each file, making it easier to locate the one you need.
At the same time, you can still perform various file management operations, helping to improve overall

efficiency.
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4. Editing Documents, Presentations, or Spreadsheets Online with OmniStor

Office

With OmniStor Office, you can conveniently edit various types of files online—including documents,

presentations, and spreadsheets—without downloading them to your local device. This not only enhances

work efficiency but also allows you to edit anytime, anywhere.
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(1) On the interface, click the document file you wish to open.

(2) Onceinthe preview screen, click the Open with Office button in the upper-right corner to enter the
OmniStor Office editing interface. (This option is onlgivailable for documents, presentations, and
spreadsheets.)

(3) Alternatively, you can right-click on the file and select Open with Office from the menu to start
editing. (This option is only available for documents, presentations, and spreadsheets.)

(4) If you want to create a new file directly in the cloud, click the [( + :'] icon in the upper-right

corner, select the desired file type, and start editing online immediately. For more details, refer to

03.1Uploading Files to OmniStor
Note: OmniStor Office is a premium feature and must be enabled by the system administrator before use.
5. Downloading a Single File or an Entire Folder

If you need to save files or folders to your local device, OmniStor provides an intuitive and efficient
download feature. Whether it’s a single file or an entire folder, you can easily download them to your

device for offline access.

NIERE ASAE “ G
R

(1) Right-click on the file or folder you want to download to open the context menu.

(2) Click the [Download] =< icon. The file or folder will begin downloading to your local device.

Note: If you do not see the download option, please contact your system administrator to confirm that your

account has been granted permission to download files.
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6. Downloading Multiple Files

If you need to download multiple files at once, you can use the multi-select feature for greater efficiency

and to avoid downloading each file individually. Follow the steps below:
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(1) Select the files you wish to download.
(2) From the context menu, choose [Download & ], or click the [Download & ] icon at the top right.
(3) Inthe pop-up “Package Download” window, enter a name for the ZIP file.
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(4) The system will bundle the selected files into a ZIP archive using the name you entered (with the .zip

extension). You can find the file in your default download location once the process is complete.

Note: If you do not see the download option, please contact your system administrator to confirm that your

account has been granted permission to download files.
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Chapter 4 : Organizing and Searching Files

This section introduces how to organize and manage your files on the OmniStor cloud storage platform. It

also explains how to easily search for files and view their version history.

1. Organizing Files in OmniStor

To manage your files more effectively on the OmniStor cloud storage platform, you can categorize and

organize them by creating different folders. This not only improves file discoverability but also makes it

more convenient to locate files in the future.

o Create a New Folder

To enhance file management efficiency, you can create new folders for classification and organization. This

not only improves searchability but also simplifies future file retrieval.
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(1) Clickthe " T ™"

-"(Add) button in the upper-right corner of the screen.

(2) Select [New Folder] = |

(3) Enter afolder name and click [OK] to complete the creation.
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o Renaming Files or Folders

When you need to update or reorganize your files or folders, renaming is an effective method. By
renaming, you can make the names of files and folders more descriptive, which facilitates easier searching

and management in the future. The following steps will guide you on how to quickly rename a file or

folder.
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(1) Right-click on the file or folder you want to edit to open the context menu.
(2) Select [Rename & 1.

(3) Enter the new name and click [OK] to complete the renaming.

. Moving or Copying Files to a New Location

During file management, you may need to move files to different folders or locations to better organize
and categorize your data. This operation helps you keep your file system tidy and makes it easier to find

files. The following steps will guide you on how to move files to a new location.
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o Moving Files

(1) Select the files you want to move.

(2) hoose the target location? where you want to move the files.

! Versions v6.25.0 and above support moving files to different types of folders such as "Shared with Me" or "Project Folders." If
you are unsure about your version information, you can check it on the Account Settings > Personal Settings page.
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(3) Click [Move] to complete the file moving process.

Note If you do not have permission to add files to the target folder or if a file with the same name already

o Copying Files

(1) Select the files you want to copy.
(2) Choose the target location where you want to copy the files.

(3) Click [Copy] to complete the file copying process.

o Deleting Files or Folders

In file management, you may need to delete files or folders that are no longer needed. This operation
helps free up storage space and keeps your file system organized. Before deleting, please make sure these
files are indeed no longer necessary, as deleted items will be moved to the recycle bin for possible

recovery later. The following steps guide you on how to delete files or folders.
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(1) Select the files or folders you want to delete.

(2) Click [Delete L Jat the top right (or right-click the file/folder and select [Delete] from the context

menu).
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(3) Click [OK] to complete the deletion.

Note Deleted files are not immediately removed from the system; instead, they are first moved to the Recycle

Bin. If you change your mind later and want to recover a deleted file, you can go to the Recycle Bin to restore it.

o Selecting Multiple Files

If you need to move, copy, download, or delete multiple files at once, you can use the “multi-select”

feature to handle all files in one operation, improving efficiency.
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. Sorting Files
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OmniStor provides sorting options by Name or Last Modified Date?, helping you quickly find the files you

need. Simply click the icon next to either column to sort files easily and make file management more

efficient.
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o Viewing File Details

You can view file properties and activity logs to learn about the file creator, last modification time, and

other information.

2 |n versions v6.25.0 and above, the sorting tooltip for Name or Last Modified Date has been updated to display as “Ato Z,” “Z
to A,” “Oldest to Newest,” and “Newest to Oldest.” If you are unsure about your version information, you can check it on the
Account Settings > Personal Settings page.
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Locate the file you want to view, right-click it to open the menu.

Select [Details], and a details pane will appear on the right.

Here, you can see basic file attributes including file name, type, size, creator, and last modified time.
You can also add additional information or notes about the file in the [Description]? field to provide
clearer context for yourself or other users.

To view change history or check if other users have modified the file or folder, click View Activity
History at the bottom of the sidebar. This opens a new window displaying the complete activity log

for the file. For detailed instructions, please refer to the section 64.1 Organizing Files in OmniSddn

this chapter.

3 The Description field is used to add important details about the file’s content, purpose, or any other relevant information,
making file management more convenient. This feature is supported in versions v6.22.0 and above. If you are unsure about your
version information, you can check it on the Account Settings > Personal Settings page.
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2. Searching Files in OmniStor

When looking for files or folders in OmniStor, you can directly enter keywords in the search box to perform
a search. Besides searching by file name, you can also enter keywords from the file content. Using
OmniStor’s full-text search feature, you can quickly locate files that match your criteria. The search results

will display files containing the keywords and highlight the locations where the keywords appear within the

documents.
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The method for searching file contents is as follows:

(1) Inthe [Search Bar Q], enter the keywords for the file name or file content you want to search.
(2) After entering and confirming the search, files with names or contents matching the keywords will be

listed. The matching keywords in the search results will be highlighted in yellow.

Note The keyword search function only supports certain languages. If your search results do not display file

contents, it means this feature is not yet supported for your language.
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3. Viewing File Version History

OmniStor provides a file version history feature that allows you to easily manage different versions of your
files. When the same file is edited and re-uploaded multiple times to OmniStor, the system saves each
upload as a new version while automatically preserving previous versions. You can view or download older

versions at any time to track changes or restore content.
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The steps to view file version history are as follows:
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(1) Right-click the file to open the context menu.
(2) Select [Version History®].
(3) Click [Preview @ ] on the right side of the version you want to view to open the file.

(4) Click [Download]-+ﬂ on the right side of the file to download it.

4. Marking Files with a Star

If you want to mark important files for quick access, you can use the star marking feature. By marking files
or folders with a star, you can directly view them under the Starred category, making data management

more convenient.
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The steps to mark files with a star are as follows:

(1) Select the file you want to mark with a star.
RﬂJ
(2) Right-click to open the context menu, then select [Star = ].
(3) After marking with a star * , a star icon will appear to the right of the file name. Next time, you can

find these important starred files by selecting [Starred] from the left-hand menu.
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5. Centralizing Important Files in "Cloud Files"

If you want to store important files centrally in the cloud and prevent them from syncing to other devices,
you can use the Cloud Files feature. This function allows you to store files directly in the cloud for

centralized management and secure storage without occupying storage space on other devices.

= =8

4] MySyncFolder

(1) Inthe left menu, click [Backup L 1.

(2) Select [Cloud Files] to enter the feature page.

(3) Here, you can directly upload files, create folders, or add documents, presentations, and spreadsheets.
You can also move or copy files from other locations to Cloud Files to achieve centralized

management.
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6. Restoring Deleted Files from the Recycle Bin

When you delete files, they are moved to the Recycle Bin instead of being permanently deleted. This
design allows you to easily recover important files that were accidentally deleted. After entering the

Recycle Bin, you can choose to restore the needed files or permanently delete them to free up space.

Note  Files in the Recycle Bin that remain for more than 30 days will be automatically deleted by the system in
chronological order. As long as the files have been in the Recycle Bin for less than 30 days, you can choose to

restore them.
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Viewing and Restoring Files

In the left menu, click [Recycle Bin ] ].
Inside the Recycle Bin, you will see the files or folders you previously deleted.
Select the files you want to restore.

' ™y

Click [Restorel\. o

i
ol

' ./'I] at the top right to restore the selected files.

Permanently Deleting Files from the Recycle Bin

(1) Inthe left menu, click[Recycle Bin ] ].
(2) Enter the Recycle Bin.
(3) Select the files you want to delete permanently.
(4) Right-click and select [Delete Permanently @ ] to permanently delete the files.
(5) To permanently delete all files in the Recycle Bin at once, click Empty Recycle Bin at the top to clear
all files.
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7. Viewing File Activity History

In OmniStor, all activities related to files and folders are fully recorded, ensuring you can review their

history at any time. These activity records include actions such as adding, editing, copying, moving,

renaming, sharing, changing sharing permissions, downloading, previewing, and deleting.

With the file activity history feature, you can easily track changes made to files or folders and identify who

modified shared files, helping you better manage and monitor file usage.
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Viewing File Activity History

Right-click the file or folder you want to check to open the context menu.

Select [Details] to open the sidebar on the right.

In the sidebar, select the [Details] tab, then scroll down using your mouse wheel or drag the sidebar
scrollbar to the bottom of the tab.

Click the [View Activity History] button at the bottom of the page to open a pop-up window
displaying the file’s activity history.

In the [Activity History Log] window, you will see who performed each action and the time the action

occurred.

Note This feature is only visible to the file owner and users with Agent permissions on shared files. Users with

Can Edit or Can View permissions cannot access the file activity history.
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Chapter 5. Sharing and Collaborating on Files via
OmniStor for Web

This chapter introduces how to share files or folders on the OmniStor for Web, manage sharing

permissions and security settings, and ensure both collaboration efficiency and data protection.

1. Sharing Files on OmniStor

You can easily share files or folders with others and set appropriate access permissions. Follow the steps

below:
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. Sharing Settings for Files or Folders

(1) On the interface, select the file or folder you want to share.
(2) Right-click the file or folder and choose [Sharing Settings °°].
(3) On the Sharing Settings page, select the desired sharing mode:

- Public Sharing: Does not require an OmniStor account; anyone with the link can access.

- Share with Members Only: Accessible only by designated OmniStor users via [Sharing] > [Shared
with Me]. After selecting this mode, be sure to manage shared members by adding users and
assigning roles. For details, refer to “5.3Managing Shared Members: Add, Edit, and Remove

(4) If you want to allow both public access via link and collaboration with signed-in members, enable the

Invite Collaborators option under Public Sharing. In this case:

- Unauthenticated users will open the file via Public Sharing mode.

- Logged-in users who are shared members will automatically inherit Member Sharing

permissions.
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o When you select Public Sharing, the system will automatically generate a shareable link that can be used for
previewing or downloading the file. For detailed instructions, please refer to “ 5.2 Managing Public Sharing
Links and Delivery Methdtisf you wish to limit download times, set an expiration date, or enable password
protection, see “5.4Link Securit$ettings.

o When you select Share with Members Only, you can view all files you’ve shared under the [Sharing] >

[Shared by Me] tab on the left panel.

2. Managing Public Sharing Links and Delivery Methods

Once you've completed the public sharing setup (Section 5.1), the system will automatically generate a

public share link. You can then perform the following operations:
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o Generate and Copy Public Share Link
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(1) On the Sharing Settings page, view the auto-generated link.
(2) Click [Copy] to copy the link, or enable [Shorten Link]* to create a short URL.
(3) To add extra protection to the link, click [Link Security Settings] (see Section 5.4 for more information).
(4) To restrict the access level of the public link, click the@ icon next to the link and choose the
appropriate access permissions:
- View and Download: Allows users to view and download files.

- View Only: Allows users to view files only.

o Setting Viewing Preferences for Public Shares

When sharing files via public links—especially images, videos, or other visual media—you can improve the
user experience by setting the default view to grid mode. This provides a cleaner layout and helps visitors
browse and compare items more efficiently. Adjust the view preference so that visitors accessing the

content through public links will see it in a visually optimized format.
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4 The "Shorten Link" option is supported in versions v6.15.0 and above. If you are unsure about your current version, please
refer to the [Account Settings > Personal Settings] page to check.
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o Sending Public Share Link via E-mail

You can share public links by sending them via email. Follow these steps:
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(1) On the Sharing Settings page, choose [Public Sharing].
(2) In the share link area, click the E-mail icon &
(3) In the email pop-up window, enter the recipient’s email address in the input field.

(4) After typing the email, click the Addo icon to include the address in the recipient list. You can add

multiple addresses in this step.
(5) Once all addresses are added, click [Send] to deliver the public sharing link to the specified recipients.
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o Accessing Public Shares via QR Code

In OmniStor, you can access public shares by scanning a QR Code® or using a shortened URL. This method
is quick and convenient, eliminating the need to manually enter long URLs. It is particularly useful in

scenarios such as physical meetings, live events, classrooms, or training sessions where information needs

to be shared instantly.
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5 The "Display QR Code for Public Sharing" option is supported in versions v6.13.0 and above. If you are unsure about your
current version, please refer to the [Account Settings > Personal Settings] page to check.
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(1) Generate QR Code: After selecting Public Sharing on the Sharing Settings page, a QR Code will be
automatically generated and displayed.

(2) Scan QR Code: Recipients can use any QR scanner app on their mobile or tablet to scan the code. Upon
scanning, the shared file or folder will open immediately.

(3) Copy Short Link: You can also copy the short URL shown below the QR Code and send it to others.

Clicking the link grants direct access to the shared file or folder.

o Printing Public Shares via Cloud Print Code at Convenience Stores

You can generate a Cloud Share Code® for public files or folders in OmniStor. By clicking [Copy Share Code]
or [Show QR Code], you obtain the sharing details. Then, visit a 7-ELEVEN iBon or FamilyMart FamiPort

kiosk in Taiwan. Simply scan the QR Code or enter the Share Code to print the required files on-site.
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Note This feature requires the OSM administrator to complete the necessary system configurations and

environment setup. It will only be available in the Public Sharing interface after it has been enabled.

& The Generate Cloud Share Code feature is supported in versions v6.25.0 and above. If you are unsure about your current
version, please refer to the [Account Settings > Personal Settings] page to check.
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3. Managing Shared Members: Add, Edit, and Remove

Once you have completed the settings in section 5.1 “Share with Members Only” or enabled the Invite
Collaborators feature in public sharing, you can invite specific users to collaborate. By adding members,
you can control who has access to view, edit, or only preview the files, ensuring that only authorized users

can collaborate.
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o OmniStor Permission Role Comparison Table

When inviting or managing shared members, assign appropriate permissions based on their roles and
collaboration needs. OmniStor provides three types of member roles, ranging from basic file viewing to full
control including member management. The table below shows the differences in folder access

permissions for each role to help you understand and choose accordingly:

Member Role View Files Download Files  Upload/Edit/Delete Manage

Members

View and Download
Only
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Editing allowed
Agent (Manageable

Members)

OmniStor Web (Navigate) offers three methods to add members, suitable for different scenarios and

team sizes. Follow the steps below based on your situation.

o Manually Add Members by Typing

Recommended for: Quickly inviting 1 to 3 members manually.

FHmE
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RELE 88 EA ® kelly
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(1) Go to [Share Settings > Share with Members Only], and find the Add Members section.

(2) Enter the OmniStor account, name, or email of the member. Matching suggestions will appear as you
type; click from the list to select.

(3) Click [Set Permissions@] and select from the dropdown list: View/Download Edit or Agent

(4) After selecting the permission level, the invitation is complete.

Note If you need to change member permissions in the future (e.g., upgrade to Agent or adjust to View Only),

refer to 66.3Managing Shared Members: Add, Edit, and Rerove

o Add Members Using the Search Function
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Recommended for: When you forget the member’s account or need to add many members. You can
search from the company directory (AD/LDAP) or the OmniStor account list by entering their account,

name, or email.

gEma
XfF.odt
REEAR ‘AF)EE (AD/ LDAP)

BtaAI AR SHRT

Steps:

(1) Go to [Share Settings > Share with Members Only], and click [Search] in the Add Members section.

(2) Choose to search from [System Users (OmniStor account database)] or [Company Directory
(AD/LDAP)].

(3) Enter the account, name, or email in the search field and click the search iconn next to it to view
the results.

(4) Select the members you wish to invite, then click Confirm. In the pop-up Edit Members window, click
the permission icon to assign access rights.

(5) Click Confirm to complete the setup.

o Batch Import Members

Recommended for: Adding a large number of members at once to simplify the process without manual

entry.
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Steps:

(1) Go to [Share Settings > Share with Members Only], click the [Import Members] option.
(2) Download the template file and fill in the account and permissions following the example format. If
unsure about the format, click [Show Example] for reference.
- Permission codes: edit (can edit), view (view only)
- File format: .csv (one entry per line, separated by line breaks)

(3) Click [Choose File] to upload your completed file and finish the setup.

Note : The import will fail if the file format is incorrect. Please verify the file contents first and ensure the format

is .csv.

o Edit Member Permissions
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(1) Go to [Share Settings > Share with Members Only], and click [Shared with X Members] at the bottom
of the Add Members section to view the current member list.

(2) In the pop-up Edit Members window, you’ll see the current permission levels. Click the permission icon
to select new permissions.

(3) Click Confirm to apply the changes immediately.

. Remove Member Permissions

(1) Go to [Share Settings > Share with Members Only], and click [Shared with X Members] to view the
current member list.
(2) Inthe Edit Members window, find the member you want to remove and click the Delete icon.

(3) Click Confirm, and the member will lose access permissions.

o Assign an Agent (Can Manage Members)

Agents have all "Edit" permissions and can additionally invite/manage other members.

(1) While editing a member, first assign them the Edit permission.
(2) Then, click the menu icon on the right side * and check Can Manage Members ﬁ .

(3) Click Confirm to complete the configuration.
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Note: To remove a member’s Agent role, click the @ icon, then open the right-side menu and deselect

“Can Manage Members ﬁ [

4. Link Security Settings

This section provides advanced settings for shared links. When sharing files or folders via a link, you can

apply different levels of security based on the access permissions to protect your shared content.
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Depending on the content and sharing mode, the Link Security Settings’ interface will display different

available options.

_ Link Password | Expiry Date Download Limit

Public Share Y

Share with Vv V (Available for folder

7 Starting from OmniStor v6.0.0, the term "Advanced Settings" has been updated to "Link Security Settings".
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Members Only sharing only)

o Set a Password for the Share Link

This feature is only available when sharing files or folders publicly. Once enabled, recipients must enter the

password before accessing the shared content.

(1) Set the file or folder to Public Share mode.
(2) Click Link Security Settings U .
(3) Click the Password icon to enable the setting.

(4) Enter the desired password.

Note:

] The password you set must comply with the system’s password policy, including minimum length and
allowed character types.

] If you forget the link password or wish to change it, you can reset the password using the same steps as
setting it. If the password is forgotten, you may create a new one or disable the link entirely. For your

security, the current password will not be displayed.

o Set a Download Limit for the Share Link

This feature is only available when sharing files publicly. Once the download count reaches the set limit,

others will no longer be able to download the file through the link.

(1) Set the file or folder to Public Share mode.
(2) Click Link Security Settings U .
(3) Click the Download Limit icon to enable the setting.

(4) Enter the desired number of downloads.
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Note: To change the download limit next time, simply update the value in the download limit field.

o Set an Expiry Date for the Share Link

Once set, the shared link will only be accessible until the expiry date. After that date, the link becomes

invalid.

(1) Set the file or folder to any sharing mode.
(2) Click Link Security Settings U .
(3) Click the Expiry Date icon to enable the setting.

(4) Click the input field (or calendar icon g) and select the expiry date.

Note: Once the link expires, the file or folder will no longer be shared. If you wish to share the file or folder

o Set a Space Quota for the Share Link

This feature is only available when sharing folders in "Share with Members Only" mode. It allows you to
restrict the available upload space within the shared folder to prevent members from uploading excessive

data that may exhaust storage. The quota unit is in MB.

(1) Set the folder to Share with Members Only mode.
(2) Click Link Security Settings U .
(3) Click the Space Quota icon to enable the setting.

(4) Click the input field and enter the desired space limit.
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5. Project Folder

The project folder is the core of collaboration, allowing you to centrally manage and share important data
with your team. If you are assigned to collaborate on a project folder, you can find the data shared with

other team members under Project Folder.

Project folders must be created by the system administrator via the OmniStor Manager (OSM) platform,
who will assign specific users as the folder owners. Owners can invite other members to join and

collaboratively manage the folder contents.

Depending on the permissions granted, your operational rights within the project folder may differ (Owner,

Agent, Can Edit, View Only). This division ensures data security and improves collaboration efficiency.

If you are assigned as the owner of a project folder, it means you have been authorized by the system
administrator to invite other members to join the project folder and assist in managing all members’ access
rights. You can add members or adjust existing members’ permission settings through the sharing settings

in your OmniStor account.
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o Project Folder Use Cases
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Project folders are suitable for various collaboration scenarios, such as:

< Team Collaboration: In projects requiring cross-department cooperation, the project folder
provides a centralized area where all members can store and edit related documents, ensuring
real-time updates and sharing of information.

< New Product Development: If you participate in new product development, the project folder can
serve as a storage hub for design files, reports, and test files, making it easy for members from
different departments to access and provide feedback anytime.

< Academic Research: Research teams can use project folders to share experimental data and
research reports, allowing members to review progress and hold necessary discussions at any time.

< Client Project Management: In client projects, project folders allow the team to organize all client
requirements, feedback, and progress together, facilitating project tracking and timely strategy

adjustments.

Through project folders, teams can collaborate more effectively, enhance work efficiency, and ensure

every member has access to the latest information and resources at all times.

o Project Folder Permissions

Project folder members’ permissions are divided into 4 levels with different operational scopes. Assign

appropriate permissions based on each member’s role and responsibilities.

Member Role

View Files Download Files  Upload/Edit/Delete Manage

Members

View Only

Can Edit

Agent (Manage
Members)

Owner
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Note:

(1)
(2)

Project folder owners can assign agents to help invite new members or adjust existing members’
permissions.
Project folders allow owners to assign different agents separately for parent folders and subfolders. Each

agent can only manage the members and files within their respective assigned folder.

View Project Folders

From the left menu, click Project Folder.

View all project folders assigned to you or those you participate in.

Manage Files in Project Folders

You can upload, edit, or manage files within project folders according to your authorized permissions to

collaborate.

(1)
(2)
(3)

(4)

(5)

From the left menu, click Project Folder.

Select the project folder you want to use.

+ ) in the top right to upload files to the folder. For detailed steps, see section” 3.1

Click Add'
Uploading Files to OmniStor”.
To edit documents, presentations, or spreadsheets online directly, refer to section 63.4 Editing

Documents, Presentations, or Spreadshémibne with OmniStor Offi¢e

To rename, move/copy, or delete existing files, refer to section ¢4.1 Organizing Files in OmniStor

Note: Members with View Only permissions can browse and download files but cannot perform other

operations.

Invite or Manage Project Members
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Member management operations for project folders are the same as managing sharing members for
general files or folders, including adding members, editing permissions, removing members, and assigning
agents. To avoid repetition, please refer to section ¢6.3Managing Shared Members: Add, Edit, and

Removeé.

Note The sharing mode of project folders cannot be changed or disabled; only the “Share with Members Only”

mode is supported. All member management must be performed by the owner or assigned agents.

6. File Request

The File Request feature allows you to easily collect files uploaded by others. Simply share a specific URL,
and others can use the link to upload files directly to your OmniStor account—even if they don’t have an

OmniStor account themselves.

When someone uploads files in response to your file request, the system will automatically send you an
email notification so you can stay informed about the upload progress. All received files are automatically
organized in the File Request folder within your OmniStor account, making it easy to view and manage

them anytime.
This feature is especially useful in scenarios requiring the collection of a large number of files, such as:

< Project Collaboration: Request team members to upload their reports or data for centralized
management.

< Event Registration: Collect participant registration forms or related documents for your event using
file requests.

< Customer Feedback: Request customers to upload feedback files to help improve services or

products
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By using the File Request feature, you can simplify the process of gathering documents, improve work

efficiency, and ensure all files are stored neatly in one place.
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. Create a File Request
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(1) From the left menu, click File Request.
(2) Click the New File Request button in the top right corner.

(3) Enter a folder name.
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(4) Enable the file request by toggling the status to On

(5) Click Link Security Settings to add security options such as a password, link expiration date, or storage
guota for the file request link.
(6) Click Confirm to generate a file request link.

(7) Click Copy to copy the link and send it to anyone you want to request files from.

OmniStor
[ 1>[ ]
. Send File Request Link via Email
i
FigiERAER
123 0
MEEENERE  BASADTRURSE  BFAYE  PRSELEMANEE,

SEETUUFIMEALBOER - SERCER  FIUEEERFEESFNEY
oo BRI —[ERE -

EREARES

[ https://prardes b wRIGD43C404 ]

GEREEL

You can share the file request link directly or send it via email by following these steps:

(1) In the link area of the File Request settings page, click Email = .

(2) In the opened email window, enter the recipient’s email address in the recipient field.

(1) After entering the email address, click Add° to include it in the pending send list. You can add

multiple email addresses at this step.
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(2) Once all recipients are added, click Send at the bottom to deliver the sharing link to the specified email

addresses.

o Upload Files via File Request Link

If you receive a file request notification email or link, it means someone is requesting you to upload files to

their OmniStor account. To send files:

OmniStor OmniStor o 3

BRREIRSE

(1) Open your browser and paste the copied link.

(2) Click the Start Submission button.

(3) Enter your name, email address, and verification code in sequence.

(4) Click Confirm and Next.

(5) Click Select Files to choose the files you want to upload.

(6) Select your files and click OK.

(7) Click Add More Files to upload additional files if needed.

(8) The files will start uploading automatically. Wait for the upload to complete. To continue uploading

more files, simply click Add More Files again.

o Manage File Request Links

In the left menu, click File Request to view all file request folders you have created, including each folder’s

request status and expiration date.
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Right-click a file request folder to perform the following actions:
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(1) Edit File Request: Allows you to make changes to an existing file request folder, including renaming
the folder, disabling the file request, adjusting the link security settings, or copying the file request
link.

(2) Download: Enables you to download the entire file request folder to a designated location on your
computer.

(3) Copy to: Allows you to copy the entire file request folder to another location within your OmniStor
space. You can choose to copy it to MySyncfolder, Backup > Cloud Files, Share > Shared with Me, or
Project Folders.

(4) Delete: Allows you to delete the entire file request folder to free up space in your OmniStor account.

(5) Details: Provides access to view detailed information about the file request folder. You can also leave

comments as notes for the folder.

o Close File Request Folder

If you no longer wish to receive files, you can close the file request. Once the file request is closed, anyone

with the invitation link will no longer be able to upload files.
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(1) Right-click on the file request folder.
(2) Select Edit File Request.
(3) Switch the file request status from Enabled () to Disabled

(4) Click the Confirm button at the bottom to apply the changes.

Note If you wish to reopen the file request and allow others to upload files to the folder, follow the steps above

and switch the file request status from Disabled to Enabled @0
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Chapter 6. Advanced Settings

This chapter introduces the advanced settings and features provided by OmniStor.

1. Account Settings

Before using OmniStor, we recommend configuring your account settings to ensure the best user
experience and to conveniently manage preferences and security settings. You can access the Account
Settings page by clicking your profile icon at the top right corner of the interface. From there, you can
customize your OmniStor account settings to enhance security and usability, enabling a smoother and

more reliable collaboration experience.
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o Change Profile Photo

On the OmniStor platform, you can easily change your profile photo to personalize your account and

enhance identification during collaboration.

ASUS Cloud Corporation
4 F., No. 177, Sec. 2, Zhongzheng E. Rd., Tamsui Dist., New Taipei City 251019, Taiwan (R.0.C.) Tel + 886 2 2898-7477 Fax +886 2 2809-1229

77



| domnisior € = - ¥

= == EREE

] MySyncFolder
ERER  EANE 22 2 JFALE THEENEE

B g

A 9% BAZTE BAEE
7y BabiEE veer @ wE
o s BREARR

T WRER user

IBRIAR a5

@ wEAEE kit M

Ver6.22.1

Steps to change your profile photo:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to Account Settings, and select the Personal Settings tab.
(3) Click the Change @button.

(4) Click Upload Photo, choose your desired image, and confirm to complete the update.

Note To restore the default avatar, you can click the Restore Default Profile Picture button.

o Change Password

This feature is only available to accounts created by a system administrator through OmniStor Manager

(OSM).

Note : If your account (OmniStor ID) is the same as the account used to log into your company network
(Windows AD/LDAP), the Change Password option will not appear under Account Information. Please contact

your system administrator for password change procedures.
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Steps to change your password:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to Account Settings, and select the Security tab?.

(3) Inthe Password Settings section, find the password change option.
(4) Click Change Password.

(5) Enter your current password, new password, and verification code.

(6) Click Confirm to complete the password change.

. Change Language

OmniStor supports multiple language options. You can adjust the display language according to your needs

or preferences to improve usability and facilitate communication during collaboration.

8 For versions prior to v6.14.0, you will need to change your password by navigating to Account Settings > Personal Settings >
Password Settings.

If you are unsure about your current version, you can check it on the Account Settings > Personal Settings page.
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Steps to change the language:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to the Account Information page, and select Personal Settings.
(3) Inthe Language dropdown menu, select your preferred language.

(4) The platform will automatically refresh and apply the new language settings.

. View Storage Usage

The Storage Details feature allows you to view how much storage space your account has used, helping

you monitor and manage space efficiently. Regularly checking your storage usage ensures optimal resource

allocation and improves access performance.
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Steps to view storage usage:

(1) Click the profile icon at the top right corner of the OmniStor platform.

(2) Go tothe Account Information page to view details about used and remaining storage space.

. View Account Entitlements

OmniStor provides a feature to check your account entitlements, including service limits and available
features. You can view details such as the number of backup devices, daily download limits for shared files,

and the maximum upload size per file.
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<> Number of Backup Devices
- This indicates how many devices you can install the OmniStor for Windows application on using
your account. For example, if your entitlement includes 3 backup devices, you can connect up to
3 different computers to back up data to the cloud.
<> Daily Share Download Limit
- This defines the total amount of data that others can download via your shared links each day.
For instance, if the limit is 10 KB and it is exceeded, further downloads will be temporarily
disabled until the next day.
<> Maximum Upload Size per File
- The maximum upload size per file refers to the largest file size allowed when uploading to
OmniStor. For example, if the limit is set to 2GB, you will not be able to upload files larger than
2GB to the platform. This restriction helps prevent oversized files from consuming excessive

resources, ensuring a smooth upload process and maintaining platform stability.

Steps to view these entitlements:

(1) Click the profile icon at the top right corner of the OmniStor platform.
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(2) Go to the Account Information page to view backup device limits, daily download caps, and upload

file size limits.

o Sign Out of Account

Signing out is especially recommended when using OmniStor on a shared computer, mobile device, or

other public terminals to protect your data from unauthorized access.
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Steps to sign out:

(1) Click the profile icon at the top right corner of the OmniStor platform.

(2) Select the Sign Out option.

(3) You will be redirected to the login page upon successful sign-out.

Note When logging out, any ongoing file uploads or downloads will be interrupted, and the logout process will

proceed immediately.
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2. View Login Records

When you log into the OmniStor application on any device (such as a computer, mobile phone, or tablet),
the login activity is automatically recorded under your account settings. You can view the login history on
the Login Records page, including the browser or device used, login source, and recent login activities
(such as the date, time, and login status). This helps you monitor the security and usage of your account

and ensure that no unauthorized access has occurred.
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To view your login records:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to the Account Information page and select Login Records.
(3) On this page, you can view all login records from the past 30 days and review the details of each
session.
- Login Device: Displays the type of device used to log in (e.g., browser, mobile device, or
computer), as well as the operating system. Hover over the [i] icon next to the device name to

see OS details.
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- Application: Indicates which type of OmniStor application was used (e.g., web browser, desktop
app for Windows/Mac, or mobile app for Android/iOS).

- Login Source: Shows the IP address used for the most recent login.

- Login Status: Displays whether the device is currently logged in (Logged In) or has been signed

out (Logged Out). The status Current Session indicates the device you are currently using.

Note The above features require an updated version of the corresponding OmniStor application. You can

download the latest version from the ASUS Cloud official website.

3. Mobile Device Management

When the system administrator enables mobile device binding settings through the OmniStor Manager
(OSM) platform, the system checks whether your mobile phone or tablet is bound to your account upon
login. Once the device is successfully bound, it is added to your Mobile Device Management list, which you

can view at any time through the web version (Navigate).

If you no longer use a specific device, you can unbind it from your account. Once unbound, the device will

automatically be logged out from your OmniStor account.

Note Mobile device management applies only to logins via the OmniStor mobile app (Android/iOS). If you
access OmniStor through a web browser or log in using the desktop application, those devices will not appear in

the device management list.
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4. View Mobile Devices Bound to Your Account

This feature allows you to view all mobile devices (e.g., phones, tablets) currently bound to your OmniStor

account via the mobile app. You can also manage or revoke access for specific devices directly on this page.

To view your bound mobile devices:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to the Account Information page and select Mobile Device Management.

(3) On this page, you will see a list of all devices currently bound to your account.

o Unbind a Mobile Device

If you no longer use a device, you can unbind it to ensure your account remains secure.

Steps:

(1) Click the profile icon at the top right corner of the OmniStor platform.
(2) Go to the Account Information page and select Mobile Device Management.
(3) On the list of devices, click Unbind next to the device you wish to remove. The device will be unlinked

and signed out from your OmniStor account.
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Note After unbinding the device, it will be automatically signed out of your OmniStor account.

5. Enable Two-Factor Authentication (2FA) for Login

When the administrator enables two-factor authentication (2FA) settings via the OmniStor Manager (OSM)

platform and assigns available methods to your account, it is strongly recommended that you activate 2FA

for additional protection.

Once 2FA is enabled, each time you log in using a web browser, you will be required to enter a 6-digit

verification code in addition to your password.

Available 2FA methods will be displayed under Account Settings > Security > Two-Factor Authentication,

based on what the administrator has enabled. Supported methods include:

- Email OTP (One-Time Password)

- Authenticator App (using the TOTP algorithm — Time-based One-Time Password)

Note If you see only a limited set of options under [Account Settings > Security > Two-Factor Authentication],

it means that the administrator has restricted the available authentication methods.

To ensure 2FA functions properly, make sure your registered email address is able to receive system
notifications. In addition, please install an authenticator app (such as Google Authenticator, Microsoft
Authenticator, or any other TOTP-compatible app) on your mobile device in advance.

o How to Enable Email Verification
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(1) Click the profile icon at the top right corner of the OmniStor platform.

(2) Go to Account Information > Security.

(3) Inthe Two-Factor Authentication section, locate the available authentication methods.

(4) Slide the Email Verificationc switch to the right to enable it.

(5) The system will confirm activation and display your registered email address. The next time you log in

and choose Email OTP, a verification code will be sent to this email.

Note If you have questions about your registered e-mail address or need to make changes, please contact your

system administrator.

o How to Disable Email Verification

If you wish to disable email verification as your 2FA method:

(1) Go to [Account Settings > Security > Two-Factor Authentication].
(2) Toggle the E-mail Verification switch to the left to disable it. The system will guide you through the
deactivation process and confirm the successful removal.

(3) Once disabled, other available verification methods (excluding E-mail) will be shown during login.

o Enabling Authenticator App Verification

To enable verification via an authenticator app:
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(1) Click the account icon at the top-right corner of the OmniStor platform.

(2) On the Account Information page, go to the Security tab.

(3) Inthe Two-Factor Authentication section, locate the Authenticator App option.

(4) Toggle the switch to the right to enable it.

(5) The system will immediately display the Set Up Two-Factor Authentication window to guide you
through the configuration steps.

(6) At this stage, you can choose one of the following setup methods in your authenticator app:

- Scan QR Code (if supported by the app):
Open the app, select Add Account, and use your phone’s camera to scan the QR code displayed
in the setup window.

- Manually Enter Secret Key:
The setup window will provide a secret key for manual entry. Follow the app’s instructions to add

the account using this key.

(7) Enter the 6-digit verification code generated by the authenticator app into the input field on the Set
Up Two-Factor Authentication window.

(8) Click Confirm and Submit.

(9) The system will activate Authenticator-based 2FA and display a success message. During your next
login, if you select Authenticator App, you will need to retrieve the verification code from your app

and enter the 6-digit code to complete the login.

. Disabling Authenticator App Verification

To disable the Authenticator App during the 2FA process:

(1) Go to [Account Settings > Security > Two-Factor Authentication].
(2) Toggle the Authenticator App Verification switch to the left to disable it.

(3) The system will guide you through the deactivation process and confirm the successful removal.
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(4) Once disabled, other available verification methods (excluding the Authenticator App) will be shown

during login.

Note To disable or learn more about two-factor authentication scenarios, please refer to GAppendixAdvanced

Explanation of Twiactor Authentication (2FA) for Login
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Appendix
A. Advanced Explanation of Two-Factor Authentication (2FA) for Login

Situations Where Two-Factor Authentication Is Not Required

The system will not require two-factor authentication during login if all the following conditions are met:

(1) The system administrator has not enforced mandatory 2FA for login.

(2) You have not enabled 2FA under [Account Settings > Security > Two-Factor Authentication].

In this case, you can log in to OmniStor using only your username and password without additional

verification.

Notes on Using Two-Factor Authentication

(1) If the system administrator enforces mandatory 2FA, you will be required to complete the verification
process every time you log in.

(2) For the first verification, the system will default to using E-mail to send a One-Time Password (OTP)
for verification. After completing this, you may enable the Authenticator App as an alternative
verification method by going to [Account Settings > Security > Two-Factor Authentication].

(3) Once set up, you can choose your preferred verification method each time you log in, ensuring your

account’s security while enjoying greater flexibility and convenience.

B. Troubleshooting File Upload Issues

When uploading files via the OmniStor web interface, you may encounter error messages. Below are

common causes and suggested solutions:

(1) Storage Limit Reached:
This indicates that your available storage space is insufficient to upload the file.
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(2)

(3)

(4)

(5)

(6)

To check your remaining space, click your profile icon at the top-right corner, then go to [Account
Settings > Account Info].
If additional space is needed, please contact your system administrator.

File Size Exceeds Limit

If the uploaded file exceeds the maximum file size defined by the administrator, the upload will fail.

You can view the upload size limit under [Account Settings > Account Info].
Unsupported File Format:
If the file format is on the administrator-defined blacklist, the system will block the upload.

Insufficient Permissions:

If you attempt to upload a file to a shared folder without being granted Edit permissions by the folder

owner, the upload will be denied.

Please check with the folder owner to confirm your access rights.

Network Issues:

If the connection is interrupted or unstable during file transmission, the upload may fail.
Please check your network connection and try again.

Unknown Error:

If an unknown error occurs, try uploading the file again.

If the issue persists, contact your system administrator for assistance.
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