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User Notice

Copyright Notice
© ASUS Cloud Corporation. All rights reserved.

This user manual, including but not limited to all information contained herein, is protected by copyright
laws. Without the prior written permission of ASUS Cloud Corporation (hereinafter referred to as "ASUS
Cloud"), no one may reproduce, copy, sell, lease, exchange, lend, distribute, publish, modify, adapt, alter,
publicly display, or disseminate any part or all of its content through the internet or other means. All rights are
protected under the Copyright Law of the Republic of China, international copyright treaties, and other
intellectual property laws and agreements.

Disclaimer

This user manual is provided to you "as is" and under the currently stated conditions. To the
extent permitted by law, ASUS Cloud makes no express or implied warranties or guarantees
regarding this manual, including but not limited to merchantability, fitness for a particular purpose,
non-infringement of third-party rights, or any guarantee of usability or uninterrupted access. ASUS
Cloud does not warrant the accuracy or reliability of any results obtained from using this manual or

any information derived therefrom.

You assume all risks associated with the use of this manual. You expressly understand and
agree that ASUS Cloud, its licensors, and their respective officers, directors, employees, agents, or
affiliates shall not be liable for any direct, indirect, incidental, special, consequential, punitive, or any
other damages (including but not limited to loss of profits, business interruption, data loss, or other
monetary losses) arising from the use of or inability to use this manual or any part thereof, whether

or not ASUS Cloud has been advised of the possibility of such damages.

Some jurisdictions do not allow the complete exclusion or limitation of liability for certain

damages, so the above limitations or exclusions may not apply to you.

You acknowledge that ASUS Cloud reserves the right to modify this manual at any time. The
manual will be updated accordingly if product specifications or applications change. Third-party
product names or content mentioned in this manual are the property of their respective owners and

are protected under applicable intellectual property laws and international treaties.

This product will not be covered by ASUS Cloud’s warranty or service under the following
circumstances: unauthorized maintenance, specification modifications, or any other unauthorized

actions performed by non-ASUS Cloud authorized personnel.



(1) Product Name : OmniStor for Android

(2) Manual Version : v5.3
(3) Release Date: JUNE 2025

Note: This document is translated using Al. If there are any errors in the content, please refer to the Traditional Chinese

version.
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About This Manual

Welcome to OmniStor

The OmniStor cloud storage platform allows you to easily store, share, and exchange files
across various devices, catering to diverse needs. To this end, ASUS Cloud provides dedicated client
software for personal computers (PCs), laptops (Windows, Mac), and mobile devices (such as
Android smartphones, iPhones, web tablets, iPads, etc.), ensuring seamless access to OmniStor’s
cloud services. Additionally, we offer a web-based access interface (ASUS OmniStor), allowing you
to use OmniStor’s cloud storage services via browsers (e.g., Chrome, Firefox, Edge) on any

operating system.

To enhance convenience, the OmniStor intelligent storage platform also supports
FTP/SFTP/FTPs interfaces for file uploads and downloads, along with value-added tools like Cloud
Connect for Outlook and Remote Drive. These features enable quick access to OmniStor’s cloud

storage services in various scenarios, boosting mobile productivity.

Below is a list of OmniStor’s cloud storage access interfaces, client software, and value-added

tools for your reference:

1. Window Sync Client : Installable on Windows systems, enabling real-time synchronization or backup
of files to OmniStor, ensuring access to your data anytime, anywhere.

2.  Mac Sync Client : Installable on Mac systems, enabling real-time file synchronization to OmniStor for
seamless data access.

3. Android Client App : Installable on Android smartphones or tablets, featuring unique functions like
automatic photo uploads and offline browsing.

4. iOS Client App : Installable on iPhones or iPads, offering automatic photo uploads and offline
browsing.

5. Web (ASUS OmniStor) : Directly access via browsers (Internet Explorer, Mozilla Firefox, Google

Chrome) at: https://{IP or full domain name}.

EIEE R B PR /A S ASUS Cloud Corporation
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6. FTP/sFTP/FTPs . Use FTP/sFTP/FTPs-compatible tools (e.g., CuteFTP, FileZilla) or browser-based
FTP tools to upload files to or download files from OmniStor’s cloud storage space.
7. Cloud Connect for Outlook : Send files stored in OmniStor directly via MS Outlook without worrying
about file size limitations.
8. Remote Drive (Windows) : Mount your OmniStor storage space as an additional local drive (network
drive), allowing easy access to cloud data via File Explorer without occupying local storage. Files can

also be moved seamlessly between local and cloud spaces.

EIEE R B PR /A S ASUS Cloud Corporation
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Preface

This manual is designed for users of Android smartphones or tablets, providing instructions on how
to download and install the Android client app, configure settings after installation, and use the

various features of the OmniStor cloud storage platform.

We wish you a rich and enjoyable user experience. This quick start guide will help you begin using
OmniStor for Android (the complete user manual is included on the disc, and you may also

download the latest version of the Android client app manual from the OmniStor official website).

Download links for the application and documentation:
ASUS Cloud Official Website: |https://www.asuscloud.com/download/]

This manual includes the following sections:

A: Getting Started with OmniStor for Android
B: Features of OmniStor for Android

C: Accessing Files in OmniStor for Android
D: Organizing and Searching for Files

E: Sharing Files via OmniStor for Android

F: Advanced Settings

EIEE R B PR /A S ASUS Cloud Corporation
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A. Getting Started with OmniStor for Android

This section will guide you through downloading, installing, activating, and logging into OmniStor on

your Android device, enabling you to quickly access OmniStor’s cloud storage services.

1. App Installation

OmniStor is a cloud storage service. Before downloading and installing, please verify whether the

OmniStor app supports your operating system and ensure your Android device meets all system requirements.

J System Requirements for OmniStor on Android

Compatible with Android smartphones and tablets running Android 8 or later.

How to check your current Android version?
On your Android phone or tablet, navigate to:
Settings > System > About Phone or About Tablet.

Under the Android version section, you will see your current OS version.
e Installing OmniStor on Android

Open the Google Play Store on your Android device.

Search for the OmniStor App * O . tap Install.

2. First-Time App Launch

When you launch OmniStor for the first time, you will see an introduction page highlighting some of its
features. Tap the Login button to proceed to the login screen.

L If your company has purchased an ASUS Cloud customized Android App, please first consult the system administrator to obtain

the relevant app name and download/installation method.

EIEE R B PR /A S ASUS Cloud Corporation
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3. How to Log In

You can log in using either Standard Login or Single Sign-On (SSO), as explained below.
*  Logging into OmniStor (Standard Login)

Open the OmniStor app.

On the login screen, enter your:
o Username
> Password
o OmniStor cloud storage service URL (if required).

Tap Login to enter the main interface.

Note on Account Credentials:
Typically, you can log in using your company’s Windows AD (Active Directory) account.

If your company does not use Windows AD/LDAP for authentication and instead relies on accounts
created by the administrator via OmniStor Manager (OSM), please contact your system administrator for

assistance.

*  Logging into OmniStor (Single Sign-On SSO)

OmniStor's Single Sign-On (SSO) service provides a more convenient login method. After completing
the initial system login and obtaining application access permissions, you won't need to re-enter your

credentials for subsequent logins—the system will automatically authenticate and log you in.

Before using this feature, please confirm with your administrator whether SSO has been enabled for

your account. If available, follow these steps to log in:

a Launch the OmniStor application.

b On the login screen, tap the [Use Single Sign-On (SSO)] button.

EIEE R B PR /A S ASUS Cloud Corporation
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¢ Enter the OmniStor cloud storage service URL.

d The app will redirect you to the SSO login page. Enter your SSO credentials (username and password)
to log in and access the main interface.

e If your computer has already completed SSO login (with username and password), you will not see

this screen.

4. Account and Mobile Device Binding

When the administrator enables mobile device binding, the system will check whether your device is

already linked to your account upon logging into the OmniStor mobile app on a smartphone or tablet.

First-time login on a new device?

The system will guide you through the device binding process.

Device already bound?

The step will be skipped, and you can proceed directly to login.

If you're already logged in and the administrator later activates device binding, the system will detect the

unbonded device and prompt you to complete the binding process.

J How to Bind Your Account to a Mobile Device

o

Open the OmniStor app.

o If not logged in, complete the login process first. (Skip if already logged in.)

o If the system detects that the device needs binding, you’ll see a "First login on this device" prompt.
o Tap "Bind Now" to start verification. You’ll be redirected to the "Device Binding

Verification™ screen and receive a verification code via email.

- Enter the code on the verification screen and tap "Confirm" to complete binding.

J Didn’t Receive the Verification Email?

EIEE R B PR /A S ASUS Cloud Corporation
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Check your spam/junk folder.

If still missing, wait a few minutes and tap "Resend Verification Code" on the verification screen.

Exceeded Device Binding Limit?

If you try to log in on a new device after reaching the binding limit, the system will notify you.

Solutions:

Use an already bound device to log in.
Access the OmniStor web version, review your bound devices, and unbind unused ones.

Once unbound, the device will be logged out automatically, freeing up a slot for new bindings.

5. Forgot Your Password?

If you have forgotten the password for your OmniStor ID*, follow these steps to recover it.

Before proceeding, please confirm with your administrator whether your account was created

via OmniStor Manager (OSM). If so, you can reset your password using the steps below.

Password Reset Steps

a  Onthe login page, click the "Forgot Password" button in the bottom-right corner.
b  Enter your service URL, and the system will redirect you to the web-based reset page.

¢ On the password recovery page, input your:

o OmniStor ID (username)

- Verification code (if prompted).

d  After successful verification, the system will send a password reset email to your registered email
address.
e  Check your inbox (and spam/junk folder) for the email, then follow the instructions to reset your

password.

EIEE R B PR /A S ASUS Cloud Corporation

25159 FdbmRKEPIEREE "R 177 98 4 12 Tel +886 2 28987477 Fax + 886 2 2898-6298



f  Once reset, log in using your new password.

. Special Cases

If your administrator has enabled Single Sign-On (SSO) or your OmniStor account is linked to your
company’s Windows AD/LDAP credentials:
Use your organization’s "Forgot Password™ feature (via their login portal).

Contact your IT administrator for assistance.

EIEE R B PR /A S ASUS Cloud Corporation
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B. Features of OmniStor for Android

i

This section introduces OmniStor's core functionalities on Android for secure file searching, accessing,

browsing, editing, sharing, and backup.
Key Features

*  MySyncFolder
Displays files/folders you’ve uploaded or synced.
*  Backup (Two modes, expandable via dropdown):

Personal Device: Files automatically backed up from your computer to OmniStor. Even if your computer

is lost, data can be restored here.
Cloud Files: Files stored exclusively in the cloud (hot synced to other devices).

Note: Since v3.3.0, "Backed Up Items" was renamed to "Personal Device," and "My Collections" to

"Cloud Files."
. Share (Three modes, expandable via dropdown):

Shared by Me: Files/folders you’ve shared with others.
Shared with Me: Files/folders others shared with you or invited you to collaborate on.
Saved Links: Files/folders you bookmarked via shared links.

Note: Since v3.4.0, "Shared Folders" was renamed to "Share."
*  Project Folders

Team collaboration folders assigned to you.
. Starred

Mark files/folders with a star for quick access later.

. Offline Access
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Files set for offline use remain accessible without an internet connection.
Recent Updates

Newly added files are categorized here for quick retrieval.
Notification Center

Alerts when you’re invited to collaborate on files/folders or when access is revoked.
Upload/Download Lists

Shows recent transfer history. You can:
Delete successful/failed uploads.

Retry failed uploads.
Settings (Top-right menu)

Account info and advanced configurations.

10
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C. Accessing Files in OmniStor for Android

i

This section explains various methods for uploading files to OmniStor, as well as how to view, open, and

download stored files.

1. Uploading Files from Android Devices to OmniStor

OmniStor allows you to create or upload files directly from your computer to the cloud storage platform.

Once uploaded, files are instantly synced across all connected OmniStor applications, including:

Web interface

Desktop clients (Windows/Mac)
Mobile apps (Android/iOS)
Remote Drive

FTP/SFTP/FTPs

Enhanced Security Features (if enabled by your administrator):

OmniStor Protect Module: Scans uploaded files for sensitive data detection.
Antivirus Protection: Automatically checks files for malware.

Note: These features require administrator configuration. Contact your IT team for details.

Supported File Types: Documents, images, audio, and video files.

The following sections detail file upload methods via the Web interface.

11
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«  Upload files from your Android device's storage

a Open the OmniStor app.
b Navigate to your target folder (or use the default location).
¢ Tapthe ° (Add) button at the bottom-right.
d Select [Other Files] L™ from the upload menu.
e Inthe File Manager interface:
o OmniStor defaults to showing [Recent Files].
> You may browse any directory in your device storage.

> Note: File access permissions must be granted beforehand.

f  To monitor upload progress:

> Go to the main menu E > Select [Upload List].

* Uploading Files from an External SD Card

(Requires an SD card inserted in your device)

a Open the OmniStor app.

b Choose the destination folder (or default location).

c Tapthe ° (Add) button at the bottom-right.

d Select [Other Files] .

e In File Manager, navigate to your SD card directory and select files.

f  Track uploads via:Main menu E > [Upload List].

* Creating & Uploading Notes

The Notes feature lets you quickly jot down ideas, reminders, or memos directly in OmniStor.

Steps:
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a

b

Open the OmniStor app.

Navigate to your target folder (e.g., MySyncFolder).
Tap the o (Add) button.

Select [Notes] @

Enter your text in the editor.

Tap [Create] to save.

Rename the note in the pop-up window.

e Creating Office Documents (PPT/XLS/DOC)

*(Requires OmniStor for Android v3.4.0+)*

OmniStor’s built-in OmniStor Office supports creating and editing:

Steps:

a

Presentations
Spreadsheets

Documents

Open the OmniStor app.

Select your target folder.

Tap ° (Add) — Choose [Presentation] B , [Spreadsheet]

The file will auto-save to your selected folder.

Uploading Photos/Videos via Camera

Open OmniStor — Select a folder.

, or [Document] B :

b Tap 0 (Add) — Choose [Take Photo] @ or [Record Video] D:]

C

Capture media — It uploads automatically. (Requires camera/microphone permissions.)

13
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* Uploading Audio Recordings

a Open OmniStor — Go to MySyncFolder.
b Tap ° (Add) — Select [Record Audio] @

¢ Use the recorder:

Tap ![Record] @ to startjpause».

Tap ![Play] > to preview.

Tap ![Done] to save (name the file).
Tap ![Delete] to discard.

Requires microphone permissions.

e Auto Camera Upload

Automatically backs up device photos/videos to OmniStor.

Steps:

a  Open OmniStor —>§ (Menu) — [Settings] EE)?
b Under Camera Upload:

Set upload folder and sync frequency.

Choose Wi-Fi-only or mobile data.

¢ Todisable: Select [Off] for upload location.

14
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2. Viewing and Opening Files

OmniStor allows you to view videos, play audio files, and preview documents and images directly within the

interface without requiring downloads. Note that preview mode does not permit file editing.

How to View/Preview Files:

a Open the OmniStor app

b Either:

Tap the file you wish to view, or
Tap the [More] icon next to the file and select [Preview]

o

o

For videos, audio, or image files, the content will open directly within the OmniStor app

c
Document files: (Note 1 - list specific formats here)
.doc .docx xls xlsx .ppt .pptx
.vsd .vsdx .odt .ott .ods .odp
.pdf XpS Axt ----
Image files: (Note 2 - list specific formats here)
.Jpg Jjpeg .png .gif .bmp ----
Video/Audio files: (Note 3 - list specific formats here)
.mp3 .m4a .mp4 .m4v .mov .wav
.0gg .amr —

Important Notice:
Password-protected documents cannot be previewed as they are access-restricted.

15



¥ W OZ i
asus »

3. Grid View for Files/Folders

To change your viewing preference:

*  Tap the [Grid View] 7 jcon in the upper right to switch from list view

=)

*  Tap again to return to [List View] =
Key features of Grid View:

. Displays thumbnail previews for quick visual identification
*  Maintains full file management functionality

*  Provides familiar operation methods

4, Offline File Access (v3.1.0+)

OmniStor allows offline file viewing on Android devices:
Setup instructions:

a  Open the OmniStor app
b Locate your target file and tap its [More] icon

¢ Inthe action menu, toggle [Offline Access] to ON

(D maem

(D msnm &)

d Once completed, an offline access icon will appear below the filename 0 indicating the file can be

viewed offline.

. 20190730110138.mp4
o

16
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5. Online File Editing with OmniStor Office

i

Starting from OmniStor for Android v3.4.0, you can open PDFs, Office documents, and other supported file

formats using either:

. OmniStor's built-in OmniStor Office, or

J Android's default document viewer.

How to Edit Files with OmniStor Office

a Open the OmniStor app.

b Tap the file you want to view (or tap the [More] icon next to the file).

¢ Select [Open with OmniStor Office] to enter edit mode.
Note: Only supported Office file types can be opened with OmniStor Office.
d To exit, tap the [Back] button at the top-left or use your device’s back key.

Important Note:

OmniStor Office features vary by version. If this function is unavailable or you encounter issues, please contact

your administrator for support.

6. Downloading Single Files or Entire Folders

a  Open the OmniStor app
b Tap the [More] icon next to the file you want to download
¢ Select [Download To] from the action menu

d Navigate to your preferred download location in Android's File Manager

o Default path: File Manager > Downloads

> You may select any directory in your device storage

17
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7. Batch Downloading Multiple Files

a Open the OmniStor app
b From MySyncFolder, tap [More] H in the header
¢ Select [Multi-Select] 4 from the expanded menu

d In multi-select mode:

Check the selection box U for each desired file/folder
Optional: Tap [Select All] in the header to choose all items

e After selection, tap [More] H in the header

G

f  Choose [Download To] == from the menu

g Select your destination folder in Android's File Manager
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D. Organizing and Searching for Files

This section explains how to organize files stored in the OmniStor cloud platform, including file

management, search functionality, and version history tracking.
OmniStor provides powerful file organization and search capabilities, enabling you efficiently:

- Manage files through renaming, moving, copying, deleting, or restoring
o Track changes using comprehensive version history

> Recover files via the Recycle Bin feature

With these tools, you can maintain an organized digital workspace while having full control over file

modifications and recovery options.

1. Organizing Files in OmniStor

To better organize your synchronized files in OmniStor cloud storage platform, you can create different

folders to categorize your files for easier future access.

* Creating New Folders

a Open the OmniStor app

b In MySyncFolder, tap the ° (Add) button at bottom-right
¢ Select [New Folder] L+ from the menu

d Enter a name for the folder in the pop-up window

e Tap [Create] to confirm

* Renaming Files/Folders

a  Open the OmniStor app
b Tap the [More] - icon next to the item
¢ Select [Rename] < from the menu

d Enter the new name

19
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e Tap [Confirm] to save changes

* Moving Files

a Open the OmniStor app

b Tap the [More] icon next to the file

¢ Select [Move] }from the menu

d Choose destination folder (default: MySyncFolder)
e To select other folders, tap [Back] at top-left

f  Tap [Confirm] to complete

* Copying Files

a Open the OmniStor app

b Tap the [More] icon next to the file

¢ Select [Copy] from the menu

d Choose destination folder (default: MySyncFolder)
e To select other folders, tap [Back] at top-left

f Tap [Confirm] to complete

*Note: This feature is only available for files, not folders.

* Deleting Files/Folders

a Open the OmniStor app
b Tap the [More] icon next to the item
¢ Select [Delete] from the menu

d Confirm deletion in the pop-up window

e  Batch Operations (Multiple Files)

For moving, copying, downloading or deleting multiple files:

a  Open the OmniStor app
b In MySyncFolder, tap [More] in the header

20
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¢ Select [Multi-Select]
d Check the selection box for each desired file
e Optional: Tap [Select All] in header
f  After selection, tap [More] in header

g Choose [Download To], [Copy], [Move] or [Delete]

* Sorting Files

a Open the OmniStor app

b In MySyncFolder, tap [More] in the header

¢ Select [Sort By] "

d Choose sorting method: [Name] or [Modified Date]

* Refreshing File List

a  Open the OmniStor app
b In MySyncFolder, tap [More] in the header

“\
¢ Select [Refresh] " or swipe down on screen

21



i

i

¥ B
asus
2. Searching Files in OmniStor

You can quickly locate files in OmniStor by entering keywords in the search box. Beyond searching by

filename, OmniStor cloud storage platform also supports full-text content search to find documents containing

your specified keywords.

How to Search File Contents:

a Open the OmniStor app

b Tap the [Search]

¢ Enter keywords from either:
The filename you're looking for, or

o

Specific content within documents

o

d Tap the [Search] key on your keyboard
Matching results will display with keywords highlighted in red

For content matches, snippets showing keyword context will appear

o

*Note: This feature supports limited languages. If content search doesn't work for your files, it may indicate

your language isn't yet supported.

Advanced Search - Using Search Operators

OR Operator (+)
Format: "term1" + "term2" (with space before +)
Example: Search for files containing either "TEST" or "ABC" by entering

o

o

"TEST" + "ABC" or "TEST ABC"
Returns: Files matching either keyword

o

Exact Phrase Match

22



o Format: "terml+term2" (no spaces around +)

o Example: "ASUS+OmniStor"

o Returns: Files containing the exact combined phrase

e Exclusion Operator (-)

o Format: "term1" - "term2" (with space before -)

o Example: Find files with "ASUS" but not "OmniStor":

"ASUS" - "OmniStor"

> Returns: Files containing the first term excluding those with the second term

*  Visual Examples:

Search Query Returns

"project”" + "report"  Files with either "project" or "report”
"Q3+results" Files with the exact phrase "Q3+results"
"meeting" - "draft" Files containing "meeting" but not "draft"

Note: Operators require precise spacing as shown. For best results, enclose terms in quotes when using special

characters.
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3. Viewing File Version History

OmniStor cloud storage platform provides multi-version file tracking. When a file with the same name is

edited and re-uploaded multiple times, the system treats each upload as a new revision while preserving previous

versions. You can view or download older versions as needed.

e How to Access Version History:

a Open the OmniStor app.
b In MySyncFolder, if a file has been updated multiple times, a [Version History] @ icon will appear
below the filename.

¢ Tap the [More] icon next to the desired file.

d Select [View Previous Versions] @ from the menu to see detailed version records.

* Viewing and Downloading Previous File Versions

To access and retrieve older versions of your files in OmniStor:

a  Open the OmniStor app.

b Navigate to MySyncFolder and locate the desired file.
¢ Tap the [More] icon (i) next to the file.

d Select [View Previous Versions] from the menu.

e Inthe version history window:

o Browse the list of saved versions

o Tap [Download] next to any version to retrieve it

24



¥ W
asus

i

= % b
4. Starring Files for Quick Access

To easily locate important files or folders, you can mark them with a star in OmniStor. Starred items will

appear in a dedicated category for quick retrieval.
How to Star Files:

a Open the OmniStor app.

b Locate the desired file and tap the [More] icon (:) next to it.

¢ Inthe action menu, toggle the [Star] option to enable it.

d Astaricon (UJ) will appear below the filename to confirm the status.

e To access all starred items later:

> Open the main menu (=)

o Select [Starred]

5. Adding New Files or Moving Files to "Cloud Files"

If you want to centralize important files for safekeeping, you can store them in the "Cloud Files"

feature. The system will save them in the cloud without syncing them to other devices.

a Open the OmniStor application.

b Tap the (menu) icon in the upper-left corner to open the sidebar.

¢ Select [Backup].

d Select [Cloud Files].

e Here, you can directly upload files, create folders, or add new documents/presentations/spreadsheets. You

can also move or copy files from other locations to this section.
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6. Deleting or Restoring Files

If you want to delete files or folders from the OmniStor cloud storage platform, you can move them to

the Recycle Bin. Files in the Recycle Bin can either be restored or permanently deleted to empty the bin.

[Reminder: Files in the Recycle Bin will be automatically deleted after 30 days if not restored. You can recover

files as long as they have been in the Recycle Bin for less than 30 days.]

* Moving Files/Folders to the Recycle Bin

a Open the OmniStor application.

b Tap the [More] button next to the file/folder you want to delete.

¢ Inthe pop-up menu, select [Delete].

d Confirm deletion in the pop-up window by tapping [OK], and the file will be moved to the Recycle Bin.

e If you need to restore or permanently delete the file later, tap the [Categories] icon in the top-left corner to

open the sidebar, then select [Recycle Bin] to manage your files.

* Emptying the Recycle Bin

a Open the OmniStor application.
b Tap the [Categories] icon in the top-left corner, then select [Recycle Bin].
¢ Tap the [More] button next to the file/folder you want to delete permanently.

d In the confirmation window, tap [OK] to permanently erase the file.

» Restoring Files from the Recycle Bin

a Open the OmniStor application.

b Tap the [Categories] icon in the top-left corner, then select [Recycle Bin].
¢ Tap the [More] button next to the file/folder you want to restore.

d Inthe pop-up menu, select [Restore].

e Confirm in the pop-up window by tapping [OK], and the file will be restored to its original location.
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Permanently Deleting Files

a Open the OmniStor application.

b Tap the [Categories] icon in the top-left corner, then select [Recycle Bin].

¢ Tap the [More] button next to the file/folder, then select [Permanent Delete] to erase it permanently.

d To delete all files in the Recycle Bin at once, tap the [Trash Can] button at the top. (Note: This feature is

only available in OmniStor for Android v3.12.0 or later.)
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E. Sharing Files via OmniStor for Android

This section explains how to share files from the OmniStor cloud storage platform with other collaborators

and manage shared folders.

OmniStor offers multiple features to help you easily share important files with team members while ensuring
data security and convenient management. You can efficiently share and collaborate on files and folders through

sharing settings, file requests, project folders, and more.

1. Sharing Folders

All shared files and folders—including those you share with others, team collaboration folders,
"Announcement Folders," "Shared by Me," and "Shared with Me"—can be found and managed in the "Shared
Folders" feature. Here, you can directly modify access permissions for files and folders.

* Viewing Shared Folders

a Open the OmniStor application.
b Tap the = (Menu) icon in the top-left corner to open the sidebar, then select [Shared Folders].

¢ You can further browse files and folders that you’ve shared with others or those shared with you.

* Creating a New Shared Folder

a Navigate to the "Shared Folders" section.

b Tap the + (Add) button in the bottom-right corner.

¢ Inthe "Create Shared Folder" pop-up window, enter a folder name.

d Inthe subsequent "Sharing Settings" window, configure access permissions and add members.

e Once set up, tap [Back] to complete the process.
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2. Sharing My Files with Others

pl

i

If you wish to share files or folders with others for collaborative use, OmniStor allows you to configure
sharing settings for specific files or folders. You can specify which individuals or groups to share with and

set different access permissions, including whether to grant edit permissions or restrict access to view-only.

* Configuring Sharing Settings for Files or Folders

a Open the OmniStor application.

b Navigate to the "MySyncFolder" section and locate the file or folder you want to share.

¢ Tap the [More] icon next to the file.

d From the pop-up menu, select [Sharing Settings] Q@

e On the "Sharing Settings" page, choose the sharing mode that suits your needs: [Public Sharing] or [Share

with Members Only]. (Default setting is disabled.)

Share Types Sharing Mode Descriptions

Anyone with the sharing link can view and access the shared content. To prevent misuse, you can set a
Public Sharing
protection password or an expiration date for the sharing link.

Share with Members Specific members can be designated to browse files, but they cannot create, delete, or rename files. An
Only expiration date can also be set for this link.
Disable Sharing Turns off sharing completely.

e Public Sharing

When selecting the "Public Sharing" option, you will share files via a shareable link, granting others
view or download permissions for files stored in your OmniStor. This works even if the recipient doesn't

have an OmniStor account.

You can distribute the file or folder link to others. Recipients of a public share link cannot edit the

original file in any way—they can only view or download it.
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Share with Members Only

When selecting the "Share with Members Only" option, you will share files or folders stored in your

OmniStor with specific individuals, who must have an OmniStor account.

When granting access to your shared files or folders, recipients will receive an invitation to join. They
can access these files by navigating to [Share] > [Shared with Me] in their OmniStor account's left-side

menu.

Meanwhile, you can view all files you're sharing with others by going to [Share] > [Shared by Me] in

your own OmniStor account's left-side menu.
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3. Creating a Public Share Link

On the "Sharing Settings" page, select [Public Sharing] to generate a shareable link.

You can then:

Tap [Copy & Send Link] to paste the link into emails, instant messages, or other platforms for sharing.

Select [Get Cloud Share Code] to convert the share code into a scannable QR Code or download it as

an image.

For enhanced security, tap [Link Security Settings] to configure password protection, set an expiration

date, or limit download attempts. (For detailed instructions, refer to "Share Link Security Settings.")

When sharing files or folders via a public link, you maintain control over who can access the content

and what actions they can perform.

Configuring Public Share Link Permissions

If you want recipients of a public share link to only view files without download capability, you can set the

link permissions to "View Only" by following these steps:

a On the "Sharing Settings" page, select [Public Sharing].

b Inthe "Permission Settings" section, configure access levels for the share link:

> "View & Download": Recipients can both view and download files.

o "View Only": Recipients can only view files (no downloads).
¢ Inthe "Share Link" section, you may:

o Tap [Copy & Send Link] to distribute the link.
> Select [Get Cloud Share Code] to generate a QR Code or download it as an image.

o Choose [Link Security Settings] for advanced controls (e.g., passwords, expiration).

d Under "View Preferences", toggle between [Grid View] or [List View] for folders/files.
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4, Add Shared Members

When sharing a file or folder with others, you can add additional members by either:

o Directly entering their OmniStor account credentials, or

o Searching for and selecting members to invite.

Sharing Options:

. Tap [Copy & Send Link] to share the link via email, messaging platforms, or other channels.

. Select [Get Cloud Share Code] to generate a scannable QR Code or download it as an image.

*  For enhanced security, use [Link Security Settings] to configure:

> Password protection
o Expiration dates
o Download attempt limits

(Refer to "Share Link Security Settings."” for detailed instructions.)

* Adding Shared Members via OmniStor Account

a On the Sharing Settings page, select [Share with Members Only].
b Click the [arrow] > icon next to "Member List".

¢ Select [Add] .

d Enter the OmniStor ID of the member you wish to add.

e Toggle the [eye] O icon to configure permission levels:

o

[Can Edit]
[View Only]
[Upload Only]
[Private Edit]

o

o

o
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After configuration, click [Confirm & Save] to complete the member addition.
g Upon successful sharing, the system will automatically send notification emails to both the sharer and the

f

recipient.

* Adding Members via Search
On the Sharing Settings page, select [Share with Members Only] for the desired file or folder.

a
b Click the [arrow] icon next to the member list, then select [Search Members] .

On the Search screen:

c
Enter keywords (name, email, or account 1D) to find members.

o

o Matching results will display for selection.
Note: For accurate results, input at least 2 characters.

d For each member in search results:

Click the permissions icon to assign access levels:
: Create, modify, delete, and download files/folders.

Can Edit 4
Can Manage Members: Includes all edit permissions + ability to add/remove members (acting as

o

o

owner's proxy).
o View Onlyo: Preview and download files/folders.

e After configuration, click [Confirm Addition] to finalize.
Upon success: Both you and the added member will receive a system-generated sharing notification email.

f
Modifying or Removing Shared Member Permissions

a Click the [arrow] > to access the Member List.

[ ]
b Navigate to the Member List section at the bottom of the Sharing Settings page.

Locate and select the member whose permissions you wish to modify:

c
o Click the [eye] o icon to change access levels:

[Can Edit]

o

[View Only]

o
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> [Upload Only]
o [Private Edit]

d Toremove a member:

o Click [Delete] to revoke their access.

e Select [Back] to automatically save all changes.
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5. Manage Access Permissions for Shared Members

As the owner of a file or folder, you can designate members as proxies by granting them permission to:

> Invite others to access shared files/folders

o Co-manage permissions for other members

Proxy members are authorized to:

> Add, modify, or remove other members from shared files/folders

* Designating a Shared Member as Your Proxy

a On the Sharing Settings page, select [Share with Members Only]
b Click the [arrow] > icon next to "Member List"

¢ Select [Add]

d Enter the OmniStor ID of the member you wish to add

e Click the permissions o icon and:

o First set the member's permission to [Can Edit]

o Then toggle the [Can Manage Members] option ON by clicking its icon

f  Return to the member addition screen and click [Confirm & Save] to complete proxy setup

g Notes:

> Owners can share folders and assign proxies. Parent folders and subfolders may have different
proxies, with each proxy managing their respective folders.
> To revoke proxy status, follow the above steps and deselect the [Can Manage

Members] option.
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* Editing or Removing Shared Member Permissions

To modify a member's access permissions, follow these steps:

a Select the file or folder you wish to edit

b Click the [More] icon next to the file

¢ From the pop-up menu, select [Sharing Settings] QO

d Inthe "Sharing Settings" page, locate the "Member List" section and click the [arrow] icon on the right
e Find and select the member whose permissions you want to modify. Click the permissions o icon to

change access levels:

o [Can Edit]: Member can upload, view, edit, and delete files
o [View Only]: Member can only view files

> [Upload Only]: Member can only upload files (cannot view, edit or delete)

o

[Private Edit]: Member can upload and view files (cannot edit or delete)

f  Toremove a member, click [Delete] “* to revoke their access

g Toassign a member as proxy:

o First set their permission O to [Can Edit]
> Then toggle ON the [Can Manage Members] option

o Changes save automatically

h Note: If you haven't shared the file with anyone yet, you won't be able to edit the member list by clicking

[Edit].

36



¥ W OZ i
asus b

6. Share Link Security Settings

This section provides advanced security configurations for shared links. When sharing files or folders
via links, you can apply different levels of protection based on access permissions to safeguard your shared

content.
*  Public Sharing Mode (File Sharing)

If you select Public Sharing mode to share files with anyone via a public link, you can configure the

following security measures to prevent unlimited data exposure:

o [Link Password]: Set a password for the shared link
o [Link Expiration Date]: Define when the link will automatically expire

o [Download Limit]: Restrict the number of allowed downloads

*  Member-Only Sharing Mode (Folder/File Sharing)
If you select Share with Members Only mode to share folders or files with specific members, you can:

o Set a [Link Expiration Date], after which the link will become invalid and sharing will be

automatically revoked.

e Additional Settings for Shared Folders
If you grant members permission to create files within a shared folder, you can also:

Configure [Storage Quota] to ensure the folder has sufficient capacity and prevent excessive data from

occupying your storage space.
*  Available Security Features Vary by Sharing Mode
The options displayed under "Link Security Settings" will differ depending on:

> The type of content being shared (file or folder)

> The selected sharing mode (public or member-only)
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Link Password Link Expiration Download Limit Storage Quata
Date
v v

Public Sharing \Y
Share with Members v V*
Only (for shared folders)

Note: Starting from OmniStor v3.3.0, the "Advanced Settings" have been renamed to "Link Security
Settings."

e Setting Password Protection for Share Links

This setting is only available for files or folders shared via Public Sharing mode. Once enabled, anyone
attempting to access the link must enter the password to view the content.

Steps to Set a Password:

a Select the content you want to share and choose Public Sharing mode.
b Click [Link Security Settings].
¢ Toggle the password protection icon to enable the setting.

d Enter your desired password.

Important Notes:

Note 1: After saving the password, anyone attempting to access the password-protected link will be prompted
to enter the password before viewing the content.

Note 2: If you forget the password or wish to change it:

*  Reset the password using the same steps as initial setup.
. If the password is forgotten, you can either:

- Create a new password, or

o Disable the link entirely.

. For security reasons, the system will not display your current password.
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* Setting Download Limits for Share Links

Applicable only to files shared via Public Sharing mode. Once set, the file will become inaccessible for
download after reaching the specified limit.

a Select the content and sharing mode (Public Sharing)
b Click [Link Security Settings] O
¢ Toggle the download limit icon to enable

d Enter the maximum allowed downloads

Note: To modify the limit, simply update the number in the download limit field.

* Setting Expiration Dates for Share Links

The link will automatically deactivate after the specified date.

a Select the content and sharing mode
b Click [Link Security Settings] O
¢ Toggle the expiration date icon to enable

d Either:

> Manually enter the date, or

o Click the calendar icon to select a date

Note: After expiration, you must set a new expiration date to reshare the content.
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Restricts folder space usage (in MB) to prevent excessive uploads by members.

asus
Setting Storage Quotas for Share Links

a Select the content and sharing mode (Share with Members Only)
b Click [Link Security Settings] U
¢ Toggle the storage quota icon to enable

d Enter the desired capacity limit (in MB)

Copying and Sending Share Links
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7. Viewing Shared Files/Folders via Links

When you receive a share link, you can access all files shared with you. To quickly revisit these files

later, use the [Add to Favorites] feature.

Favorited files can be accessed in your OmniStor account under:

[Share] > [Favorites]

* Adding to Favorites

Requires both desktop and mobile OmniStor apps for full functionality.
Steps:

a Browser (Desktop):

o Paste the OmniStor share link into your browser.
o If not logged in, sign in to your OmniStor account first.

> View all shared files from the link.

b Click [Add to Favorites] in the top-left corner.

¢ Inthe pop-up window:
> Name your new folder (this bundles all shared files into one folder).
d Mobile App:

o Open the OmniStor app.

o Tap the (Menu) icon to open the sidebar.

. %
o Select [Favorites] to see the folder.

* Viewing Favorited Links

a  Open the OmniStor app.
b Tap E (Menu) > [Share] > [Favorites].

¢ All favorited shared files will be displayed.
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8. Project Folders

Project folders allow you to collaborate with your team on shared folders. These folders must be created by

an administrator, who can then:

Designate owners for the project folder

o

Invite additional members to collaborate

o

*  Project Folder Ownership

If you are designated as a project folder owner, you are granted permissions to:

Invite others to collaborate on the project folder

o

Co-manage all member permissions within the folder
Add new members or modify existing permissions via your OmniStor account's sharing settings

o

o

Project Folder Membership

If you are invited by an administrator or folder owner to join a project folder, you become a shared
member with either:

o

[Can Edit]: Full editing permissions

[View Only]: Read-only access

o

Your specific permissions are determined by the administrator or folder owner.

Project Folder Permissions Permission Level Description
Members can add, modify, delete, and download files.

Can Edit
Members can only browse and download files.

View Only

How to Add Members as a Project Folder Owner
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You can add more members by directly entering their OmniStor account details.

Adding Project Folder Members by Entering OmniStor Account

a Click the [More] icon on the right side of the project folder.

b In the pop-up menu, select [Share Settings] Q@

¢ Click the [Arrow] > on the right side of the "Member List."

d Click [Add] .

e Enter the OmniStor ID of the member you wish to add, then click the O (eye) icon to set the
appropriate permissions (Can Edit, View Only, Upload Only, Private Edit).

f  After configuring the settings, click [Confirm Save] to complete the addition of the new member.

g Once successfully shared, the system will automatically send a notification email to both the sharer and

the recipient.

Project Folder Owner — How to Manage Members or Modify Permissions

As the owner of a project folder, you can assign a member as your delegate, granting them the ability to
invite others to share files or folders, or to co-manage permissions for other members.
A member with delegate status can add, modify, or remove other members who have access to shared

files or folders.
*  Assigning a Member as Your Delegate

a Click the [More] icon on the right side of the project folder.

b In the pop-up menu, select [Share Settings] Q@

¢ Inthe member list section, select or enter the OmniStor account of the member you want to assign as a
delegate.

d Click the o (eye) icon, first ensure the member’s permission is set to [Can Edit], then toggle the [Can
Manage Members] option ON.

e Return to the member list and click [Confirm Save] to finalize the delegate assignment.
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Note 1: The owner can share folders and assign delegates. Parent and subfolders may have different
delegates, each managing their respective folders.
Note 2: To revoke a member’s delegate status, follow the steps above and toggle [Can Manage

Members] OFF.

*  Editing or Removing Member Permissions

To modify a member’s access permissions, follow these steps:

a Select the file or folder you wish to edit.

b Click the [More] icon on the right side of the project folder.

¢ Inthe pop-up menu, select [Share Settings] Q@

d Under the "Member List" section in Share Settings, click the [Arrow] > on the right.

e Locate and select the member whose settings you want to modify. Click the O (eye) icon to adjust

their permissions:

o

Can Edit: The member can upload, view, edit, and delete files.

> View Only: The member can only view files.

o

Upload Only: The member can upload but cannot view, edit, or delete files.

o Private Edit: The member can upload and view files but cannot edit or delete them.

f  Alternatively, under the "Member List" section, click [Edit] (or click [Total X Members Shared] below to
review).

g Select the member’s name and adjust their permissions@ as needed.
To remove a member, click [Delete] to revoke their access.

i Return to the member list and click [Confirm Save] to apply changes.

Note: If you have not shared the file with anyone, the [Edit] option will not be available.
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* Viewing Project Folders

a Open the OmniStor application.
b Click the = (Menu) icon in the top-left to open the sidebar, then select [Project Folders].

¢ Under "Project Folders," you will see folders assigned to you or those you are collaborating on.

» Editing Project Folders

a Open the OmniStor application.

b Click the = (Menu) icon in the top-left to open the sidebar, then select [Project Folders].

¢ Navigate to the desired project folder.

d If you have edit permissions, a + (Add) button will appear at the bottom-right, allowing you to upload files.

e If you do not have edit permissions, you can only view the contents.
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F. Advanced Settings

This section introduces OmniStor's advanced configuration options and related information.

1. Account Settings

View Account Information

(1) Open the OmniStor application.
(2) Click the = (Menu) icon in the top-left to open the sidebar.

(3) The top of the sidebar displays your logged-in [Account ID], [Total Storage Space], and [Used Storage

Space].

Change Password

You can change your password to enhance account security or reset it if forgotten.

(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.

(3) Click [Settings] in the top-right corner of the sidebar.
(4) Click the [Arrow] next to your account ID.

(5) Select [Change Password], which will redirect you to a password modification page. Follow the

instructions and confirm.

Note: This feature is only available for accounts created via OmniStor Manager (OSM). If your OmniStor ID is

linked to your corporate network account (Windows AD/LDAP), the [Change Password] option will not appear.

In such cases, contact your system administrator for password changes.

Log Out of Account

(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.
(3) Click [Settings] in the top-right corner.

(4) Click the [Arrow] next to your account ID.
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(5) Select [Log Out].

Note: If there are pending uploads/downloads, they will be interrupted upon logout.
*  Account Lockout

This feature is managed by administrators via OmniStor Manager (OSM). If enabled, the system will lock

an account after multiple failed login attempts, preventing access until the lockout period expires.
2. Camera Upload

Enabling Camera Upload automatically backs up photos from your mobile device to OmniStor’s cloud storage.
(1) Open the OmniStor application.
(2) Click the = (Menu) icon to open the sidebar.

(3) Select [Settings].
(4) Under Camera Upload, configure:

[Upload Location]

[Upload Check Interval]
(5) To disable, set [Upload Location] to [Off].

3. Set Up PIN Code

Enabling a PIN Code adds an extra layer of security for accessing OmniStor on Android devices.

e Enable PIN Code

(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.

(3) Select [Settings].

(4) Click the [Arrow] next to your account ID.

(5) Toggle ON the [Set PIN Code] option.

(6) Enter a 4-digit PIN twice to confirm.

(7) Once enabled, the PIN will be required to open the OmniStor app.

Note: Logging out of the app will clear the PIN setting. Re-login will restore the default (no PIN).
47



asus b

e Disable PIN Code

(1) Go to [Settings] > [Set PIN Code].
(2) Toggle OFF the PIN option and enter your current PIN to confirm.

4. Upload and Update Files

Configure whether uploads/offline updates use Wi-Fi only or Wi-Fi + mobile data.

(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.
(3) Select [Settings].

(4) Under Upload and Update Files, choose:

[Wi-Fi Only]

[Wi-Fi or Mobile Network]

5. Clear Cache

(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.
(3) Select [Settings].

(4) Click [Clear Cache].

6. Dark Theme Mode

OmniStor supports Light, Dark, or System Default themes.
(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.

(3) Select [Settings].

(4) Click the [Arrow] next to Theme Mode.

(5) Choose: Default, Dark, or Light.
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(1) Open the OmniStor application.

(2) Click the = (Menu) icon to open the sidebar.

(3) Select [Settings].

(4) Under ASUS OmniStor Application, the software version will be displayed.

8. Two-Factor Authentication (2FA)

OmniStor 2.22.0+ enhances security with 2FA, supporting DB/LDAP/SAML account types. Admins can
enable this via OmniStor Manager (OSM) for specific groups.

Note: Currently supported on Navigate/iOS/Android. Unsupported clients retain standard login (password/SSO).

How 2FA Works:

(1) Open the OmniStor application.

(2) Enter your account, password, and service URL.

(3) A 2FA verification page appears.

(4) Within 15 minutes, enter the verification code sent to your email.

(5) Correct code — Login success. Incorrect code — Login failed.
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