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Welcome to OmniStor 

OmniStor is a secure cloud storage platform developed exclusively by ASUS Cloud for enterprise 
users. It integrates powerful functions such as cloud-based search and storage, and adopts industry-
leading security standards to provide you with a safe and convenient mobile working experience 
anytime, anywhere. Whether you're searching, accessing, browsing, sharing, backing up, or printing files, 
OmniStor meets all your needs—across all your devices—empowering true mobile productivity. 

 

OmniStor supports multiple devices and application scenarios  

The OmniStor cloud storage platform allows you to easily store, share, and exchange files across various 
devices, fulfilling the needs of diverse business scenarios. To support this, ASUS Cloud offers client 
software tailored for personal computers (PCs), laptops (Windows, Mac), and mobile devices (such as 
Android smartphones, iPhones, web-based tablets, iPads, etc.). This makes it easy for you to access 
OmniStor services across different platforms. Additionally, we provide a web access interface (ASUS 
OmniStor), allowing you to access OmniStor from any operating system using a standard web browser 
(such as Chrome, Firefox, Edge, etc.). 

To further enhance usability, the OmniStor smart storage platform also supports file transfer 
protocols such as FTP/SFTP/FTPS, and offers value-added tools such as Cloud Connect for Outlook and 
Remote Drive, enabling quick access to OmniStor services in various application scenarios and boosting 
overall productivity. 

Below is a list of the access interfaces, client applications, and value-added tools available for the 
ASUS Cloud OmniStor smart storage platform: 

1. Window Sync Client：Installable on Windows systems, this client enables real-time synchronization 

or backup of your files to OmniStor, giving you access to your data anytime, anywhere. 

2. Window Sync Client：Installable on Windows systems, this client enables real-time synchronization 

or backup of your files to OmniStor, giving you access to your data anytime, anywhere. 

3. Android Client App：Installable on Android smartphones or tablets, this app offers features such as 

auto-upload of captured photos and offline file browsing. 

4. iOS Client App：Installable on iPhones and iPads, this app also provides auto-upload of captured 

photos and offline browsing capabilities. 

5. Web (ASUS OmniStor)：Simply access the OmniStor platform through a browser (Internet Explorer, 

Mozilla Firefox, Google Chrome) by visiting : https://{IP address or full domain name}. 
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6. FTP/SFTP/FTPS：Use any compatible FTP client software (e.g., cuteFTP, FileZilla) or supported web-

based tools to upload files to or download files from your OmniStor cloud storage space. 

7. Cloud Connect for Outlook：This tool allows you to directly send files stored in OmniStor through 

the Microsoft Outlook application without worrying about attachment size limits. 

8. Remote Drive (Windows)：This feature maps your OmniStor cloud storage space as a network 

drive on your local computer, allowing easy file access through File Explorer without consuming 

local disk space. It also enables seamless file transfer between local and cloud environments. 
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Welcome to OmniStor Drive for Windows (also known as OmniStor Drive). OmniStor Drive is a 
cloud file streaming service designed for Windows users, allowing you to browse and access cloud 
data in real-time without having to download all files to your local machine. This not only saves hard 
drive space but also improves data synchronization efficiency and flexibility. This chapter will guide 
you through various usage scenarios and help you find the necessary tutorials in this manual.  

Getting Started  

➢ If you are a system administrator looking to deploy and distribute OmniStor Drive, please refer 
to the Drive_msi Installation Manual.docx. 

➢ For installation environment checks and installation procedures, see [Chapter1.2 Installing 
OmniStor Drive for General Users]  

➢ To log in to your OmniStor account or retrieve a forgotten password, see [Chapter 1.4 First-
Time Login to OmniStor Drive].  

➢ For login methods, please refer to [Chapter1.4.2 Login] according to your needs, including 
general login, AD login, and single sign-on (SSO).  

What is OmniStor Drive  

➢ To learn about folder and file operations in OmniStor Drive, see [Chapter 2.1 Copying, 
Creating, and Moving Folders and Files].  

➢ To recover lost files, see [Chapter 2.2 Deleting and Restoring Folders and Files].  

How to Confirm Files are Backed up to the Cloud  

➢ To understand file backup or synchronization status, see [Chapter 3.1 Viewing Current 
Streaming Status].  

➢ To understand the reasons for file synchronization failures, see [Exception Log].  

Advanced Settings  

➢ To adjust the cache file space occupied by OmniStor Drive on your system disk, see [Chapter 
5.5 Cache Content Management]. 
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This chapter will introduce how to install, log in, and start using the synchronization service on 
the Windows operating system, allowing you to quickly get started. 

Quickly start using OmniStor Drive. Please confirm that your Windows version is Windows 10 
20H2 (or later). 

Windows 11 22H2 and later versions are required; using other Windows versions will prevent 
OmniStor Drive from functioning fully.  

 Using Drive Streaming to Save Space  

OmniStor Drive uses a private cloud streaming architecture, where files are only retrieved from the 
private cloud server when the user needs to open them.Download only the required content, rather 
than pre-syncing the entire folder to the local machine. This design can effectively save network 
bandwidth and local storage space and reduces the dependence on terminal device resources.  

In the context of enterprise daily use, when a user browses a folder on their local machine, only the 
file list and basic information are loaded. When opening a file, the system only activates data streaming. 
In this way, even when accessing large amounts of data, it can maintain work efficiency while Avoid 
resource waste. This streaming pattern is particularly suitable for the following scenarios: 

⚫ Needs to uniformly control file data between different network nodes  

⚫ The terminal device has limited storage space.  

⚫ Network bandwidth needs to be controlled to avoid unnecessary background synchronization.  

Thus, OmniStor Drive provides a local folder-like operating experience while leveraging the 
advantages of private cloud streaming. Users can access the required files in a safe, instant, and low-load 
environment.  

 Organizational User Deployment  

OmniStor provides .msi installation packages for enterprises/organizations for mass deployment. If 
you are a system administrator, please refer to OmniStor MSI Installation and Deployment Manual.docx 
OmniStor.  

 Installing OmniStor Drive for General Users 

※Before installation, please consult your organization's system administrator to confirm 

whether you are allowed to install manually, and then proceed with the following actions.You 

have completed the installation, proceed to the next section 【1.4 First Login to OmniStor 

Drive】.  

The installation steps are as follows:  

(1) Check the Windows operating system version. 
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➢ Please check your computer's settings: Settings > System > System Information to 
confirm that your Windows version is Windows 10 20H2 (or later) or Windows 11 22H2 
(or later). If your version does not meet these requirements, you may not have the best 
user experience.  

➢ This system will use the .NET Framework 4.8 package, which is pre-installed on Windows 
10 20H2 and later versions. To check, go to your computer's Control Panel > Programs > 
Programs and Features, and click on "Turn Windows features on or off" on the left side. 
If .NET Framework 4.8 is already checked, it means you have already installed it. If not, 
please check the box and click OK.  

 

(2) Go to the OmniStor download center, download the program, and then double-click 
"OmniStor_Drive_Installer.exe" to install it.  

 

(3) If the system prompts "Do you want to allow this App to make changes to your device?", 
please select "Yes" to continue the installation.  
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(4) Then, click "Install" on the installation wizard screen and wait for the installation process.  

 

(5) After installation is complete, please click "Close" to end the installation process and proceed 
to the next section to perform the login action.  
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 First-Time Login to OmniStor Drive 

 Starting OmniStor Drive 

(1) Launch OmniStor Drive through the "Start" menu. The operation process is as follows:  

 

(2) Launch OmniStor Drive via the desktop shortcut. After installation, a shortcut for OmniStor 
Drive will be created on the desktop by default. Shortcut. Double-click the icon with the 
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mouse to start OmniStor Drive directly.  

 

 Logging In  

OmniStor provides various login methods for enterprises. Please first confirm which login method 
your organization provides.  

(1) Standard Login  

 

(2) AD/LDAP Login  

The OmniStor platform supports connection to AD or other platforms that support LDAP 
authentication. Please confirm that your organization has enabled AD/LDAP login. 

If you want to log in with AD/LDAP, simply enter your account and password, and obtain the 
service URL from your IT administrator. Once the account, password, and service URL are 
entered, you can click the "Login" button to complete the login. 

(3) Single Sign-On (SSO) 

The OmniStor platform also supports single sign-on. Please confirm that your organization has 
enabled single sign-on. 

If you want to authenticate with single sign-on, please enter the service URL first, and keep 
the account and password blank. 
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Click on "Use Single Sign-On (SSO)" and a browser window will pop up, displaying your 
organization's login platform. Complete the login process, and OmniStor Drive will complete 
the verification procedure. 

 Login Failure  

If the login fails, an error message will be displayed. Please follow the instructions in the error 
message to proceed.  

The following are common login-related error messages:  

Login error, please try again later  

This version is out of service, please go to download the latest version  

Unable to connect to server, please try again later  

We have detected that the system administrator has issued the "Reset 
Password" request and sent a notification letter to you; please reset your 
password immediately.  

Your password has expired. Please change your password and then login 
again.  

This account does not useable, please contact service administrator.  

This account has no privilege to use service, please contact service 
administrator.  

Your version is outdated. Please update to the latest version and re-login for a 
secure and optimal experience.  

Login failed (Error Code)    

Note: If you see this message, please try exiting OmniStor Drive and restarting it. 

If restarting does not resolve the issue, please provide the error code to the system 

administrator for troubleshooting. 

 

 

The following are AD/LDAP-related error notifications during login:  

Login error, please try again later.  

This version is out of service, please go to download the latest version 

Unable to connect to server, please try again later 

Your version is outdated. Please update to the latest version and re-login for a 
secure and optimal experience. 

The account could not be found. Please check and ensure that you entered 
the correct AD account. 

Your AD account cannot be accessed at the moment, possibly due to time 
restrictions on login permissions. Please try again during the allowed 
timeframe or contact the system administrator for assistance. 

Your AD account password has expired. Please update it according to the 
password management rules. 

Your AD account has been disabled. Please contact the system administrator 
for more details. 

Your AD account has expired and cannot be accessed. 

Your AD account password needs to be reset before you can continue. Please 
visit the password reset page to complete the process or contact the system 
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administrator for help. 

Your AD account has been locked, possibly due to multiple incorrect password 
attempts. Please try again later or contact the system administrator to unlock 
it. 

Login failed (Error Code)  

Note: If you see this message, please try exiting OmniStor Drive and 

restarting it. If restarting does not resolve the issue, please provide the error code 

to the system administrator for troubleshooting. 

 

 

 Forgot Password  

If you forget your password, please follow your organization's password reset policy.  

 Successful Login  

After logging in for the first time, you will enter the tutorial introduction page, where you can  
proceed step by step to complete the introduction on each page.  

If you do not want to display the tutorial introduction page again on your next login, you can 
uncheck the box "Always show tutorial introduction" at the bottom left corner. 

 

Click on "Open Disk" on the last tutorial introduction page to open the mounted OmniStor Drive 
virtual disk.  
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After opening the virtual disk, you can see three folders: "MySyncFolder", "Shared With Me", and 
"ProjectSpace". You can then start using OmniStor Drive to enjoy the cloud file storage experience 
we provide for users.  

 

⚫ MySyncFolder: A personal cloud file management folder.  

⚫ Shared With Me: Files from others in their MySyncFolder that have been shared with you will 
be displayed here. 

⚫ ProjectSpace: A shared folder for organizations, which can be used after the system 
administrator adds you as a folder member.  

※Note: For enterprise users, the names of these three folders can be customized, so the names you see 

may be different.  

 Automatic Logi  

After logging in to Drive, it will automatically log in every time you restart, and you will see the 
notification "Drive has been mounted", indicating that you can access it through the file manager. 

 

Note: OmniStor Drive is designed to allow multiple Windows accounts to log in to their respective OmniStor 

accounts on the same Windows computer. To ensure information security, the OmniStor Drive can only be 

accessed by the personal account after mounting. If other Windows users log in to the same host, they will not 

be able to view your data. 
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This chapter introduces the basic file operation functions of OmniStor Drive.  

 Copying, Adding, and Moving Folders and Files  

OmniStor Drive supports copying, adding, and moving folders/files from the local machine, and 
directly uploads them to the cloud space. After the upload is complete, users can see the files in the 
local OmniStor cloud streaming hard drive or through the web interface.  

 

※When using OmniStor Drive, cloud file streaming technology is utilized. If the file is large and the 

network is unstable, there may be a delay in synchronization when copying, adding, or moving files. This is a 

normal phenomenon, please wait for the synchronization to complete. If you want to understand the file 

processing status, please refer to "3.1 Viewing File streaming status". 

 Deleting and Recovering Folders and Files  

 Deleting  

Through OmniStor Drive, users can select unwanted files for deletion. The deletion method is 
the same as that of a general file manager, and can be done by pressing the "Delete" key on the 
keyboard or right-clicking on the folder or file and selecting "Delete". The system will prompt the 
user to confirm the deletion action again (as shown in the figure below), and after confirmation, the 
deletion will be performed. After deletion, the user will find that the folder or file has been deleted 
on the local machine or web interface.  
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※Deleted files will not be moved to the local recycle bin. To recover old files, please refer to the next 

section "2.2 Recovering".  

 Recovering  

MysycFolder allows you to recover deleted files through the web version of the recycle bin. If you 
need to restore deleted files from OmniStor Drive, you can click on the "Activity" page icon, move to the 
web interface, and in the web interface's recycle bin, select the folder or file you want to restore and 
click the "Restore" button. The folder or file will be restored to the disk drive set up in OmniStor Drive. 

 

 

Note:  

If your organization has not enabled the web version service, when a file is deleted, it needs to be restored by 

contacting the system administrator. 

Files deleted from the ProjectSpace cannot be retrieved by individual users, please contact the system administrator. 
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This chapter provides a detailed description of the OmniStor Drive activity window and settings. 

By clicking on the icon”  ” in the taskbar using the mouse, you can open the activity window, and 
the toolbar display appears as follows. 

 

 Icon Status 

The icon ” ” for the taskbar widget has three display states, which are: 

1. “ ” Normal Connection: If you see this icon, it means OmniStor Drive is working normally, 
and you can use it with confidence.  

2. “ ” Disconnected from Server: If you see this gray icon, it means OmniStor Drive has 
temporarily lost connection with the server. Please check your computer's network. 

3. “ ” Abnormal Status: If you see an icon with a red exclamation mark, it means that some 
files are currently unable to be uploaded or downloaded correctly. Please proceed to the next 
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section, "Check Current Streaming Status" or "5.2Exception logs " for further troubleshooting. 

※It is recommended to drag the widget icon to the outer layer for easier viewing of real-time 

status. 

 

 

 Checking the current streaming status  

After clicking the widget icon, the activity window displays the current file/folder sync status, 
including the following information:  

 

Common statuses and corresponding icons are as follows: 

➢ Uploading            

➢ Upload successful      

➢ Rename successful     

➢ Move successful      



 

16  

華碩雲端股份有限公司 ASUS Cloud Corporation 

 

➢ Delete successful     

➢ Upload failed        

➢ Move failed         

➢ Delete failed         

 

When encountering an abnormal exclamation mark icon, to understand the detailed reasons for 
upload/move/delete failure, please refer to the "5.2 Abnormal Records" section.  

 

 Opening the OmniStor Drive cloud disk folder  

Click on the “ ”icon , "Open OmniStor Drive", to open the OmniStor Drive disk from the file 
manager.  
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 Opening the OmniStor web page  

To view the contents of previously uploaded folders or files, click on the icon” ” to "Open 
OmniStor webpage".  

 

 

This chapter will introduce how to view your account information.  

Click on the OmniStor Drive  in the taskbar widget, and then click on  at the bottom of 
the active window. This will display your account-related information. 
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Related information is as follows:  

➢ Account: Displays your name within the organization. 
➢ Storage used: Displays the remaining available space in the current plan and the total used 

space. 
➢ Plan name: The name of your account group. 
➢ Sign out: Logs out of OmniStor Drive and returns to the login page. 
➢ Version number: The current version number of OmniStor Drive can be found at the bottom 

right corner.  
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To access additional settings for OmniStor Drive, click on  in the bottom right corner of the 
function bar and select "Open Settings". The following sections will provide a detailed introduction to 
each setting.  

     

 Preference settings  

In the preference settings, you can modify the following OmniStor Drive configurations:  

(1) Auto-launch at system startup  

If you want the program to automatically mount the disk every time you restart, select 
the "Auto-launch at system startup" checkbox.  

(2) Ransomware detection  

※This feature is optional and cannot be enabled by users themselves, depending on the system 

configuration of your organization.  
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OmniStor supports ransomware file extension detection, please contact the system 
administrator to confirm if this service is enabled for your organization.  

When this feature is enabled, if the file extensions of files stored in the local 
MySyncFolder, project folders, and shared folders are modified by a virus or abnormal 
program into specific extensions during upload scanning, it will be alerted in the abnormal 

record, and the modified files will not be uploaded to the cloud.啟 

(3) Change disk letter 

OmniStor Drive provides a function to change the OmniStor Drive (W:) drive letter, which 
will take effect after re-login or restarting the program.  

 

(4) Language  

It can change to other language systems. OmniStor Drive supports Traditional Chinese, 
Simplified Chinese, English, Japanese, French, German, Italian, Portuguese, and Spanish.  
 

(5) Done 

If you have made any changes to the above settings, remember to click on " Done " to 
take effect immediately. 

 

※Changing the drive label requires exiting Drive and restarting it again. 
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 Exception logs  

When an abnormality occurs during upload or download, the taskbar icon will display a red dot "

 ". Please click to view the abnormal records.  
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The abnormal record window will display the current synchronization abnormal files and abnormal 
reasons. When uploading or downloading abnormalities occur, it will display the corresponding 
error message.  

 

The following potential error records are listed, please refer to the corresponding description 
to troubleshoot or consult the organization administrator 

➢ The storage space is full, please upgrade plan. 
➢ Folder space is insufficient. Please free up space to continue uploading files.  
➢ Exceeded space limit. 
➢ This file path exceeds the Windows 260 character limit. 
➢ The file does not exist or you do not have permission.  
➢ The folder does not exist or you do not have permission.  
➢ Unable to complete the operation, please contact file owner.  

 

For more abnormal records and corresponding handling suggestions, please refer to [Appendix - 
Exception Log List].  

 Log Folder 

After clicking, you can open the system log of OmniStor Drive. If you encounter any usage 
obstacles, please attach the files in this folder to facilitate troubleshooting.  
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 Locate Failed Uploads  

After clicking, the Problem File directory will automatically open. If a file upload fails and is 
lost, you can retrieve it from here.  

During the upload process, if a network anomaly occurs, although OmniStor has an automatic 
retransmission mechanism, if the connection is interrupted for a long time, it may still cause the 
upload to fail. Therefore, OmniStor provides a last line of defense, moving the failed upload files to 
the Problem Files directory, and the system will rename the files that were not successfully 
uploaded to: {upload failure time} _ {file name} .{file extension}. 

If you have confirmed that all important files in the Problem Files have been backed up and 
are no longer needed, you can delete them directly. The files will be moved to the local recycle bin, 
and you can release the space by deleting them from the recycle bin again. 

Note: If you find that the system disk space is insufficient, you can check here to see if there are any failed 

upload files occupying space. 

 Rebuild folder index  

After clicking, it will reconnect with OmniStor and scan all files. Please ensure that the current 
network status is normal, as the rebuild process will cause errors in the ongoing operations of 
OmniStor Drive. Please confirm that there are no files being synchronized and wait for the rebuild 
to complete.  

After clicking, you will be asked if you want to continue. Please select confirm.  

 

At this time, you will receive a "Rebuilding Index" notification. During this stage, please ensure 
that the network status is normal.  

 

Please wait for a while until the comparison with the server is complete, and you will receive 
a "Completed" notification. At this time, you can continue with the previous operation.  
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 Cache content management  

To reduce latency when you use it and to stabilize file usage in the Windows environment, 
OmniStor Drive retains cache on your computer, allowing you to use cloud storage more smoothly, 
and provides the following settings for you.  

 

(1) Clear cache  

Clicking "Clear Now" will release some cache space, which can temporarily reduce 
the hard disk usage occupied by the cache. However, it may slow down file opening. It is 
recommended to use this feature only when the user's hard disk space is insufficient and 
needs to be temporarily cleared.  

(2) Cache Usage Limit  

This setting is used to confirm the upper limit of the cache usage space to prevent 
the cache from using up all available space. When the usage reaches the set value, the 
automatic cache clearing mechanism will be activated to release storage space.  

(3) Automatic Cache Cleaning Settings  

The cache clearing mechanism will be activated when the cache usage reaches the 
start clearing ratio and will stop when the cache usage reaches the end clearing ratio. 

(4) Content pre-fetching  

When you access a file in a certain folder, the system will automatically download 
all files in that folder, allowing you to use them immediately when needed.  

Note: This item is set to off by default. When enabled, it will significantly increase network traffic. The 

upload and download rates use the 1000-based notation, where 1000 KBps equals 1 MBps. 
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(5) Done 

After completing the above changes, remember to click Complete to take effect 
immediately, and then close the window.  

 Exit  

To exit Drive, click on " Quit".  

 

If you want to restart Drive after exiting, go to the start list, select OmniStor Drive, and it will start.  
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This appendix mainly provides users with a reference to look up the corresponding abnormal causes 
and suggestions when encountering [Section 5. 2Exception logs].  

Abnormal Cause  Explanation and Suggestions 

The storage space is full, please upgrade plan. The Mysync Folder has exceeded its storage limit. 
Please delete files to free up space. 

Folder space is insufficient. Please free up space 
to continue uploading files. 

This project folder has exceeded its storage limit. 
Please delete files to free up space, or contact 
your administrator to increase the quota. 

Exceeded space limit. The folder may have a file upload size limit. 
Please confirm that you are allowed to upload 
larger files. 

This file path exceeds the Windows 260 character 
limit. Please follow the error message to locate the file 

and adjust the path length. 

The file does not exist or you do not have 
permission. 

The file may have been deleted or had its 
permissions changed by the owner. 

The folder does not exist or you do not have 
permission. 

The folder may have been deleted or had its 
permissions changed by the owner. 

Can not finish operation.{status code} A temporary network error may have occurred. 
Please try again. If the issue persists, provide the 
status code (e.g., 999, 430) for troubleshooting. 

Unable to complete the operation, please contact 
file owner.  

You have not been granted permission to upload, 
download, or delete files. 

Unable to read a file with potential virus risk.  Since your organization has enabled virus and file 
extension detection, this file has been flagged as 
a potential virus-infected file and is blocked from 
downloading. 

Unable to read a file containing personal or 
sensitive information.  

Since your organization has enabled personal 
data or sensitive information detection, this file 
has been flagged as a potential data leakage risk 
and is blocked from downloading. 

The files are likely compromised by ransomware. 
Please check the file. 

Since your organization has enabled virus and file 
extension detection, this file has been detected 
as abnormally modified and may pose a 
ransomware risk. Please handle it immediately. 

Protected file, currently inaccessible.  If your administrator has configured an IP 
whitelist, you may receive this notification when 
attempting to download files from an external 
network. Please connect from an allowed IP to 
use Drive. 

 

 


